5 August 2020
(1)

MEMBERS OF THE AVON FIRE AUTHORITY
Councillors Ashe, Butters, Davies, Goggin (Chair), Jones, Payne and Tucker
The quorum for the meeting is 4.

(2)

APPROPRIATE OFFICERS

(3)

PRESS AND PUBLIC

Dear Member
You are invited to attend a Meeting of the Audit, Governance and Ethics
Committee to be held on Thursday 13 August 2020 commencing at 10.30hrs.
The meeting will be held using a virtual facility called Zoom and joining instructions
will follow.
The Agenda is set out overleaf.
Yours sincerely

David Daycock
Deputy Clerk to the Fire Authority

Clerk to Avon Fire Authority
Police and Fire HQ, Valley Road, Portishead, Bristol BS20 8JJ
Telephone 0117 926 2061 Extension 231 Fax 0117 927 2908
the.clerk@avonfire.gov.uk
Working in partnership with the Gambia
1 Fire & Rescue Service (GF&RS)

Notes
Attendance Register: Attendance will be recorded by the Democratic Services
Assistant and recorded within the Minutes of the Meeting.
Code of Conduct – Declaration of Interests: any Member in attendance who has a
personal interest in any matter to be considered at this meeting must disclose the
existence and nature of that interest at the commencement of that consideration, or
when the interest becomes apparent. A Member having a prejudicial interest must
withdraw from the meeting room or meeting whilst the matter is considered.
Contact: for any queries about the Meeting please contact Democratic Services on
0117 926 2061 ext. 231; or by e mail at the.clerk@avonfire.gov.uk; or in person at
Police and Fire HQ, Valley Road, Portishead, Bristol, BS20 8JJ (by appointment
during normal office hours only).
Emergency Evacuation Procedures: these will be advised at the start of the
Meeting if appropriate.
Exempt Items: Members are reminded that any Exempt Reports as circulated with
this Agenda contain exempt information and should therefore be treated accordingly.
They should not be disclosed or passed on to any other person(s). Members are also
reminded of the need to dispose of such reports carefully and are therefore invited to
return them to the deputy Clerk at the conclusion of the Meeting for disposal.
Inspection of Papers: any person wishing to inspect Minutes, Reports, or a list of
the background papers relating to any item on this Agenda should contact
Democratic Services as above.
Public Access: under Standing Order 21 and providing 2 clear working days’ notice
has been given to the deputy Clerk (the.clerk@avonfire.gov.uk) any resident or
representative of a business or voluntary organisation operating in Bristol, South
Gloucestershire, Bath and North East Somerset or North Somerset Council.
Public Access Statements will not be able to be presented at the meeting by the
author but will be received by Members and published along with the minutes of the
meeting. There is a time limit of 30 minutes for Public Access
Reports: reports are identified by the relevant agenda item number.
Substitutes (for Committees only): notification of substitutes should have been
received from Group Leaders by the deputy Clerk prior to the meeting.
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AGENDA
1.

Apologies for Absence

2.

Emergency Evacuation Procedures

3.

Declaration of Interests

4.

Chair’s Business

5.

Minutes

5.1. Minutes of the Ordinary Meeting held on 22 May 2020
6.

Public Access

7.

Audited Statement of Accounts 2018/19

8.

Corporate Risk Register

9.

Monitoring report – Progress against Audit Management Actions

10.

Internal Audit - Human Resources and Follow Up Audit Findings and
Annual Internal Audit Report 2019/20

11.

Internal Audit Progress and Benchmarking Report for 2019-20 and Audit
Plan for 2020-21

12.

Date of Next Meeting (Extraordinary) – 26 August 2020
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AVON FIRE AUTHORITY
AUDIT, GOVERNANCE & ETHICS COMMITTEE
22 MAY 2020
MINUTES OF MEETING
PRESENT: Councillors Ashe, Butters, Davies, Goggin (Chair), Jones, Payne and
Tucker
The meeting started at 2 pm
68.

APOLOGIES FOR ABSENCE
No apologies for absence were received.

69.

EMERGENCY EVACUATION PROCEDURES
Officers explained the emergency evacuation procedures.

70.

DECLARATION OF INTERESTS
There were no declarations of interest.

71.

CHAIR’S BUSINESS
1. The Chair explained the meeting was being held using the Zoom video
conference facility and the meeting processes, voting procedure, public
access arrangements and guidelines that would be followed;
2. Information reports would be noted and not for discussion;
3. Introduced Danielle Neale as the new Avon Fire Authority Treasurer with
effect from 1 June 2020;
4. Invited Members and Officers to introduce themselves.

72.

MINUTES OF THE ORDINARY MEETING HELD ON 30 JULY 2019
RESOLVED – that the Minutes be approved as a true record and signed by the
Chair.

73.

PUBLIC ACCESS
One public access statement had been received in respect of agenda item 10.
The Chair read out the Statement in full and Members agreed to consider the
contents under that item accordingly.
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74.

STATEMENT OF ASSURANCE
The Committee received a report of the Corporate Assurance Manager in respect
of the Fire Authority’s Annual Statement of Assurance 2018/19.
Members noted that this item had been delayed for approval due to the Covid-19
situation and it was now urgently required that this be approved. No amendments
had been made to the Statement in the interim period.
Subject to four typographical errors being corrected it was moved by Cllr Goggin
and seconded by Cllr Ashe that the Annual of Statement of Assurance be
approved.
On being put to the vote it was unanimously RESOLVED –
1. That the Annual Statement of Assurance be approved;
2. That the Chair sign the foreword on behalf of the full Fire Authority;
3. That the publication of the Statement be approved in accordance with the
requirements of the current Fire and Rescue National Framework for
England.

75.

CORPORATE RISK REGISTER
The Committee received an update report from the Corporate Assurance
Manager on the extraordinary review of the Corporate Risk Register (CRR)
currently being undertaken.
RESOLVED –
That the plans outlined for a significant review of the CRR, and that a
further report be submitted to the July AGEC, be noted.

76.

INTERNAL AUDIT – UPDATED ANNUAL AUDIT STRATEGY 2018-22
The Committee received a report of the Corporate Assurance Manager setting
out proposed changes to the Audit Plan for 2020/21 for the Committee to
consider and agree. The proposed changes also reflected revisions to the
timetable for the governance and business continuity audits in response to
changing context.
Members were assured that proposed changes, and issues raised during the
Covid-19 crisis, would be linked to the Corporate Risk Register and the Internal
Audit Plan updated accordingly. The Committee was advised that lessons
learned during the Covid-19 crisis, and how well the AFA had performed in terms
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of its resilience, would be fully debriefed to members of the Committee in due
course.
The Chair on behalf of the Committee thanked all staff for their work.
It was moved by Cllr Goggin and seconded by Cllr Davies that the revised
Internal Audit Plan for 2020/21 be agreed.
On being put to the vote it was unanimously RESOLVED – that the revised Internal Audit Plan for 2020/21 be agreed.
77.

PUBLIC ACCESS STATEMENT – UPDATE
The Committee received a detailed report of the temporary Director of Corporate
Services in relation to ten concerns that had been raised in a Public Access
Statement in September 2018. The report summarised the actions that had been
taken to investigate the ten concerns that had been raised, detailed the
investigation findings and recommendations and explained the improvement
measures planned or that already taken place.
Members noted in particular that 1.
2.
3.
4.
5.
6.

One concern had been resolved in the audit adjustments to the Authority’s
2017/18 accounts;
External Audit (Deloitte) had investigated seven of the concerns raised;
The remaining concerns had been investigated by South West Audit
Partnership Limited (SWAP) in two parts;
The first part of the SWAP investigation had been concluded by the AGEC
Committee in July 2019;
The findings of the Deloitte investigation and final part of the SWAP
investigation were as set out in Appendix 2 and Appendix 3 of the report;
Due to the links with the Statement of Accounts for 2018/19, Appendix 3
also formed part of the External Audit report at item 11 on the Committee’s
agenda.

Key points made/clarified 1.
2.

The questions raised by the Member of Public had helpfully raised
important issues for the AFA to consider
With reference to the new Public Access Statement raised by the same
Member of Public, it was agreed that they were broadly on the same subject
as the original ten concerns, the information before the Committee provided
the outcomes of the external investigations into these matters and it was for
the Committee to decide if they had been resolved. Subject to that
decision, the new Public Access Statement would be dealt with under the
AFA’s complaints system and FOI process and, if there were any new
issues, dealt with under those processes in the usual way.
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3.
4.
5.
6.

The legal period for document retention was in line with reference to GDPR
requirements which was 7 years (6 years plus the current year);
That Accounts must comply with current accounting and tax regulations;
All ten concerns had been independently investigated, no indication of fraud
had been found in any of the of the areas investigated and that these
matters had now been satisfactorily concluded;
The Committee thanked the Member of Public for raising the concerns with
the Committee.

It was moved by Cllr Goggin and seconded by Cllr Jones that the
recommendations as outlined in the report be approved.
On being put to the vote it was unanimously RESOLVED –
1. That the findings of the Deloitte report had concluded the investigation of
seven of the concerns raised in the public access statement;
2. That the findings of the SWAP report had concluded the investigation of
two of the concerns raised in the Public Access Statement;
3. That the investigation into the Public Access Statement had been
completed and no further investigation into those matters was required;
4. That a follow up report be submitted to the Committee’s meeting in July
2020, outlining progress against the management actions identified in the
report considered at this meeting;
5. That further reports be provided to each AGEC until all the management
actions set out in this Committee report were complete.
78.

EXTERNAL AUDIT OPINION AND STATEMENT OF ACCOUNTS 2018/10
The Committee received a report of the Interim Treasurer in respect of the
external auditor’s (Deloitte) final report on the Statement of Accounts, for the year
ended 31 March 2019.
The report summarised the findings of the audit of financial statements and value
for money assessment and also the external audit’s findings in respect of seven
of the concerns raised in a Public Access Statement in September 2018,
considered at agenda item 10.
The Committee noted that the report was virtually complete with a final check to
be carried out by the end of the following week and any changes made in that
period would be clearly set out in the Accounts. Any material changes would be
brought back to the Committee.
To accommodate this, it was proposed that the Committee delegate the approval
of the Accounts to the Chair of the Committee in liaison with the interim Treasurer
and as long as there were no material changes, the Chair be authorised to
approve and sign the Accounts next week. Members supported this process.
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It was moved by Cllr Goggin and seconded by Cllr Ashe that the
recommendations as outlined in the report be approved subject to delegated
authority being granted to the Chair to sign the Accounts and subject to there
being no material changes.
On being put to the vote it was unanimously RESOLVED –
1. That the audit report on the Statement of Accounts for the year ending
31 March 2019 be noted;
2. That approval of the publication of the revised Audited Statement of
Accounts 2018/19 be delegated to the Chair, subject to there being no
material changes to the Accounts;
3. That if any material changes were made to the Accounts an update
report be brought back to the AGEC for further scrutiny and approval.
79.

UPDATES TO THE ANNUAL GOVERNANCE STATEMENT 2018/19
The Committee received a report of the Corporate Assurance Manager to
approve the Annual Governance Statement 2018/19.
Members of the Committee noted that the Statement usually accompanied the
Statement of Accounts, together with any certificate or opinion from the auditor.
However on 30 July 2019 the Committee had approved a Statutory Notice setting
out a delay to publication of the audited Statement of Accounts for 2018/19. Due
to this, there had also been a need to review the Governance Statement to
ensure it was updated and fully consistent with the financial documents.
A summary of the proposed amendments to the Annual Governance Statement
2018/19 was set out in Appendix A to the report and an amended copy of the
Statement was provided in Appendix B.
It was moved by Cllr Goggin and seconded by Cllr Davies that the
recommendations as outlined in the report and as amended be approved.
On being put to the vote it was unanimously RESOLVED –
That the publication of the Annual Governance Statement 2018/19, as set
out in the report, as amended, be approved.
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80.

INTERNAL AUDIT – PROGRESS REPORT AND 2019-20 AUDIT FINDINGS
UPDATE
The Committee received a report on Internal Audit Progress which had been
updated against the 2019/20 audit plan. The report summarised the outcomes of
internal audit reports finalised since the last Committee meeting.
It was moved by Cllr Goggin and seconded by Cllr Tucker that the
recommendations as outlined in the report be approved.
On being put to the vote it was unanimously RESOLVED –
1. That the summary (Internal Audit Progress Report) and detailed internal audit
reports be approved and that the associated management actions be confirmed
as appropriate to address the recommendations;
2. That a follow up report be provided to the next AGEC outlining progress against
the management actions recommended in the 2019/20 audits;
3. That the concluding Internal Audit report for 2019/20 be presented to the next
AGEC with an assurance rating for that audit year.

81.

SUMMARY – VERBAL UPDATE AND NEXT STEPS
The Committee received a verbal update by the temporary Director of Corporate
Services in respect of the linked reports at agenda items 9, 10 and 11.
Key points including member input were –
1. External audit had not found any indication of fraud;
2. Avon Fire Authority had acknowledged and accepted modifications to be made to
processes and procedures;
3. Acknowledgement of work of the Member of Public;
4. Errors had been corrected and action plans going forward to ensure continuity of
good practice;
5. Noted that there had been a number of historic systems which going forward
would need streamlining;
6. Need for enhanced staff development and training;
7. Policies and procedures to be clear and transparent;
8. Need to ensure that resources matched the level of risk for the teams in their
work;
9. A recovery plan was needed for post Covid-19 era reflected in the Corporate Risk
Register;
10. Reports would be regularly made to AGEC to review the management action
plans outlined with improved ways of working and streamlining of systems where
necessary;
11. Noted that all the original queries had now been answered:
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12. Any new information received or concerns raised would be responded to and
investigated.
The Chair thanked the Member of Public for raising the concerns. He reiterated that
no evidence of fraud had occurred nor had any cash differences been found. Action
Plans were now in place to maintain best practice. The Chair and members of the
Committee expressed their sincere thanks to all members of staff who had been
involved in the investigative and solution finding process.
82.

DATE OF NEXT MEETING
Friday 24 July 2020 at 10.30 am

83.

EXCLUSION OF PRESS AND PUBLIC
RESOLVED that the public be excluded from the meeting during the following
items of business on the grounds that they contained exempt information
pursuant to Schedule 12A, Part I and 3 of the Local Government Act 1972 and
that in accordance with Schedule 12A, Part II, paragraph 10 of the Local
Government Act 1972 the public interest in maintaining the exemption outweighs
the public interest in disclosing the information.

84.

AUDITORS DUTIES AND LIABILITIES - UPDATE
The Committee received an update report about potential legal proceedings
against the Authority’s previous external auditors and for the Committee to advise
what steps it wished to take in this matter, having regard to the financial
implications outlined in the report.
After due consideration, it was moved by Cllr Goggin and seconded by Cllr
Butters that no further action be taken.
On being put to the vote it was unanimously RESOLVED – That no further action be taken with regard to the Authority’s
legal proceedings against its former external auditor.

……………………………
Chair
Meeting ended at 4.20 pm
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AVON FIRE AUTHORITY
MEETING:

Audit, Governance and Ethics Committee

MEETING DATE:

13 August 2020

REPORT OF:

The Treasurer
Chief Fire Officer / Chief Executive

SUBJECT:

Audited Statement of Accounts 2018/19

1.
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SUMMARY
This report provides Members with an update on the final published 2018/19
Statement of Accounts.

2.

RECOMMENDATIONS
The Committee is asked to note this report.

3.

BACKGROUND

3.1.

The Committee received the 2018/19 audited Accounts and the External
Auditors final report on the Statement of the 2018/19 Accounts, at the AGEC
meeting on the 22nd May 2020, presented by the Interim Treasurer and the
Chief Fire Officer.

3.2.

The Committee delegated the approval of the 2018/19 Accounts to the Chair
of the Committee in liaison with the Treasurer, providing there were no
material changes to the accounts.

3.3.

As confirmed at the Fire Authority meeting held on the 16th July 2020, the new
Treasurer advised Members that the 2018/19 Accounts had been completed
and the Fire Authority approved these accounts for signing.

3.4.

On the 28th July 2020, the 2018/19 Final Accounts were signed by the Fire
Authority Chair and the Treasurer, on behalf of the Fire Authority. The
Independent Auditor’s Report was also signed on the 28th July 2020 by Ian
Howse, as the appointed auditor on behalf of Deloitte’s.

3.5.

We are pleased to confirm the full set of Final Accounts has now been
published and is available on our website:
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https://avonfire.gov.uk/documents/category/70-statement-of-accounts
4.

CONSIDERATIONS

4.1.

Contribution to Key Policy Priorities
Good governance is a prerequisite in delivering key policy priorities, with
decision-making being made in an open and transparent way.
It is
recognised that effective systems of internal control are key to achieving the
corporate objectives of the Fire Authority. In particular:

4.2.

•

Service Plan 2020 – 2023

•

Medium Term Financial Plan

•

Corporate Directorate Strategies

•

HMICFRS Inspection Action Plan

Financial Implications
The approved Final Accounts detail all of the 2018/19 Financial Statements
and Value for Money arrangements.

4.3.

Legal Implications
The Treasurer is responsible for the preparation of the Fire Authority’s
Statement of Accounts, in accordance with proper practices as set out in the
CIPFA/LASAAC Code of Practice on Local Authority Accounting in the United
Kingdom. The External Auditor has to audit the accounting statements in
accordance with applicable law and International Standards on Auditing (UK
and Ireland). Additionally under Section 21 of the Local Audit and
Accountability Act 2014 and the NAO Code of Audit Practice the auditor has
to satisfy themselves that the Fire Authority has put in place proper
arrangements for securing economy, efficiency and effectiveness in its use of
resources

4.4.

Equality & Diversity Implications
None identified.

4.5.

Corporate Risk Assessment
The outcome of the audit of the final accounts for 2018/19 (with reference to
the Authority’s arrangements for securing economy, efficiency and
effectiveness) is reflected in the Corporate Risk Assessment. Members are
aware of the basis for this conclusion and it’s reflection of the position in
2018/19. With reference to the accounts themselves, identification of
weaknesses in key internal control measures, and the management actions to
address these, will ensure that these can be properly addressed and
corporate risks to the Fire Authority are reduced.
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4.6.

Environmental/Sustainability Implications
None

4.7.

Health & Safety Implications
None

4.8.

Crime & Disorder Implications
None

4.9.

Data Protection Implications
None

5.

BACKGROUND PAPERS
The full set of the 2018/19 audited Final Accounts and the Independent
Auditors Report have been published on the Fire Authority’s website.

6.

APPENDICES
None

7.

REPORT CONTACT
Danielle Neale.
Lynne Lamb.

Treasurer
Finance Manager
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AVON FIRE AUTHORITY

MEETING:

Audit, Governance and Ethics Committee

MEETING DATE:

13 August 2020

REPORT OF:

Chief Fire Officer / Chief Executive

SUBJECT:

Corporate Risk Register

1.
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SUMMARY
The Corporate Risk Register is a key tool in the effective identification and
management of organisational risk. This report provides an update on the
extraordinary review of the Corporate Risk Register (CRR) instigated by service
management in response to the pandemic, and summarises the outcome in
Appendix 4.

2.

RECOMMENDATION
The Committee is asked to:
a) Discuss and agree the register and consider the mitigation in place (Appendix 4).
b) Agree whether the mitigating actions are sufficient to effectively manage the risks
identified.
c) Note and agree the addition of CR20 - Funding and Resource Pressures to the
CRR at the request of the Treasurer.

3.

BACKGROUND

3.1 The Committee has delegated responsibility to keep the Corporate Risk Register
(CRR) under review seeking assurance of appropriate management action. Risk
owners are required to review and update each risk on a monthly basis. The Service
Leadership Team (SLT) provides further scrutiny by examining one or two risks per
month in detail ensuring cross-functional consideration is applied to risk scores,
interventions and control measures. This process is aimed at ensuring the CRR is a
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live document accurately reflecting the level of our current risks, the planned
interventions to mitigate risks and progress against these mitigations.
3.2 As outlined at the May 2020 meeting of this Committee, the Covid19 pandemic has
had a fundamental and evolving impact on our corporate and community risk profiles.
The Service has set up a Covid 19 Critical Incident Management Team (CIMT) to
ensure dynamic assessments of emerging and anticipated risks and how they can be
mitigated and controlled. This dynamic risk assessment process ensures we
continue to be strong as a Service and help ensure our communities are safe
including our work with South Western Ambulance Service NHS Foundation Trust
(SWASFT) and other key partners.
3.3 In addition as the pandemic will potentially continue to have an impact for the next
12-18 months, in April 2020 the Service Leadership Board (SLB) commissioned an
extraordinary review of the Corporate Risk Register in light of the national emergency
surrounding COVID-19 and the potential impact on the Service’ ‘business as usual’
(BAU) and continuity arrangements. This process looked at how each of the
organisational risks have, or were likely to, change over the coming months
(including activity related to the Service Plan and Her Majesty’s Inspectorate of
Constabulary and Fire & Rescue Services (HMICFRS) action plan) and whether this
required adjustments to the mitigations and control measures in place.
3.4 The review of the CRR was also informed by the work of a sector set up within the
CIMT focusing on the `recovery’ stage. This work strand is leading on learning from
the pandemic, the development of a 3,6,12 and 18 month timetabled recovery plan
and the resource requirements to enable this to happen in a timely manner. Working
with local and national partners and the National Fire Chief’s Council (NFCC), it will
look at our `new normal’ and how and when we resume aspects of AF&RS BAU
work.
3.5 A Task and Finish group led by the Corporate Assurance Manager was formed to
carry out the extraordinary review of the CRR, the findings of which were reported to
SLB and then the SLT in detail for consideration at its meeting’s in May, June and
July. Service Management has now signed off the outcome of the extraordinary
review and the current risk scores. They have also taken decisions to divert and/or
increase resources, where needed, to mitigate corporate risks which were increasing
beyond an acceptable level.
3.6 As an outcome, the Corporate Assurance Manager has summarised the key findings
of the extraordinary review into a CRR at Appendix 4. The CRR presented to this
Committee is therefore a snapshot of current risk with a particular focus on the
impact of the pandemic. It is therefore different in some of its content and format (in
particular the mitigation column) than the standard BAU CRR which exists in
combination with the document at Appendix 4. The intention is to return to the BAU
CRR format for presentation at the next ordinary meeting of this Committee.
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3.7 Of key note in the CRR summary at Appendix 2 is that there are currently three red,
and therefore high, corporate risks areas; CR13 Loss of IT Systems, CR16 Health,
Safety and Welfare and the new risk CR20 Funding and Resource Pressures. This
picture of risk is, in large part, reflective of the additional pressures and uncertainty
stemming from the implications of the pandemic. These risks are being closely
monitored by SLT.
3.8 In the last month three risks have increased (CR08 Financial Capacity, CR13 Loss of
IT systems and CR15 Pensions) and two have deceased (CR01 Performance
Targets, and CR14 Governance).
3.9 It is positive to note that the risk rating for CR02 Risk Reduction has significantly
reduced since the start of 2020 with the investment of additional resource in this area
resulting in a marked improvement in our performance. The CR02 risk rating has not
been unduly impacted by the pandemic due to the use of alternative procedures and
ways of working, and all statutory duty compliance is being maintained such as
licensing and building regulations. It is also positive to note that our risks around
response and rescue, control (999 calls) and performance have also not been
negatively impacted by the pandemic.
3.10 During the process of the extraordinary CRR review the Authority’s new Treasurer
has also recommended a redefinition and change to the corporate risks for finance
included in the CRR. In September 2018 the Committee approved the CRR and
each of the risk descriptions and information. At that time CR08 Financial Capacity
was defined as covering risks around the financial climate (including external funding
and significant increase in cost pressures), value for money and insufficient
resources. However the Treasurer has recommended a separation of risks and the
creation of CR20 to specifically deal with funding resource pressures.
3.11 Appendix 1 provides details of the risk scoring matrix used to enable managers to
assign the appropriate category of risk at the ‘Inherent’, ‘Current’ and ‘Planned’
stages of the risk journey. Each risk is managed, monitored and controlled by a
specific risk owner and progress is reported to the SLT on a monthly basis and
AGEC regularly throughout the year.
3.12 Appendix 2 provides a summary table of individual risk scores and changes to the
risk rating for the previous two months. Where risks are identified as increasing or
decreasing, the score is amended to reflect the change and a direction arrow is
shown to highlight these changes.
3.13 Appendix 3 provides a 12 month overview of the movement of the ‘Current’ risk
scores for the period 01 September 2019 to 04 August 2020 inclusive.
3.14 Appendix 4 provides a summary of the current Corporate Risk Register as at 04
August 2020. For ease of reference the register contains a summary of management
comments and progress updates, however a master copy of the detailed Corporate
Risk Register is available for Members to view if required.
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4.

CONSIDERATIONS

4.1 Contribution to Key Priorities
It is recognised that effective systems of internal control are key to achieving the
corporate objectives of the Fire Authority.
4.2 Financial implications
It is acknowledged that proficient, robust and effective systems of internal control will
result in economic efficiencies and evidence of value for money. Financial factors
are recognised as key potential organisational risks and are therefore included in the
CRR to ensure proficient, robust and effective systems of internal control, efficiencies
and value for money. Increased pressures on our finances due to Covid 19 pandemic
are included in the corporate risk assessment together with the additional funding
streams which are providing some mitigation and support.
4.3 Legal Implications
The Fire Authority is required to have an effective risk management system in place.
4.4 Equality & Diversity Implications
None.
4.5 Corporate Risk Assessment
As detailed in this report.
4.6 Environmental/Sustainability Implications
None.
4.7 Health & Safety Implications
None.
4.8 Crime & Disorder Implications
None.
4.9 Data Protection Implications
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None.
5. BACKGROUND PAPERS
a) CIPFA/ SOLACE governance framework ‘Delivering good governance in local
government 2016’
b) Service Plan 2020 – 2023
c) Internal Audit Reports, External Audit findings.
d) Risk Management Strategy
A full copy of the detailed Extraordinary Review of the Corporate Risk Register
and the Corporate Risk Register is also available to Members through the
Principle Officer’s suite.
6. APPENDICES
1.
2.
3.
4.

Corporate Risk Scoring Matrix
Summary of Risk Ratings
12 Month Progress Chart
Corporate Risk Register as at 04 August 2020

7. REPORT CONTACT
Jane Williams-Lock, Corporate Assurance Manager, extension 210
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Appendix 1 - Corporate Risk Scoring Matrix
The Corporate Risk Management Strategy includes the matrix used to identify the
category of risk at the Inherent, Current and Planned stages of the risk journey.
Catastrophic

19

22

23

24

25

Major

14

17

18

20

21

Moderate

9

12

13

15

16

Minor

4

6

8

10

11

Insignificant

1

2

3

5

7

Impact
Likelihood

Remote

Unlikely

Possible

Probable

Highly
Probable

Where it is not deemed appropriate to accept the risk, the risk will need to be controlled.
There are four main options for controlling risk; Terminate, Transfer, Tolerate and Treat.
Terminate: some risks can only be contained at an acceptable level by terminating the
activity. The capacity to address risks in this way is limited, but it could apply to some
projects that are no longer considered viable. This may also be used where a risk is
determined as no longer current.
Transfer: normally involves transfer of a risk or passing of risk to another area of the
organisation or to a partner organisation.
Tolerate: this applies when it may be appropriate to tolerate the risk at an agreed stage
without any further action due to limited ability to mitigate or disproportionate cost of
mitigation when compared to benefit. This risk will continue to be regularly monitored to
ensure the risk remains at a tolerable level.
Treat: the most common response in most cases, achieved by taking action to reduce the
probability of the risk occurring or by reducing the impact. This enables the activity to be
continued with but with controls and actions in place to ensure the reduction of the risk to
an acceptable level.
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Appendix 2 - Summary of current risks.
The table below provides a summary of the current risks as at 04 August 2020.
Risk (with CRR page number
for ease of cross referencing)
CR01 Performance Targets

July
2020

Aug
2020

15

13

20

20

No change

CR03 Response and Rescue
CR04 People resources –
capacity, capability & succession
planning
CR05 Procurement
CR06 Control & Mobilising
CR08 Financial Capacity

18

18

No change

20

20

No change

18
12

18
12

18

20

CR11Financial Systems
CR12 Cyber Security

18

18

17

17

22

23

20

15

CR02 Risk Reduction

CR13 Loss of IT Systems
General
CR14 Governance

CR15 Pensions

Change in risk score in the last month
Rating reduced slightly due to the
majority of performance indicators
being on target.

No change
No change
Rating increased slightly due to a
period of change and transition in the
Finance Team and Treasurer model
No change
No change
Rating increased due to demand on
Servers and increased home
working.
Rating reduced due to the tested
ability to effectively conduct Authority
and Committee meetings virtually.
The McCloud judgement has the
potential to create a significant
financial pressure and considerable
administrative burden on the
Service.
No change

17

20

21

21

18

18

No change

18

18

No change

CR19 Change and
Transformation

18

18

No change

CR20 Funding & Resource
Pressures

23

23

It is proposed that this is added as a new
risk to the corporate risk register,
separate to Financial Capacity CR08.

CR16 Health, Safety & Welfare
CR17 Building Asset Condition
& Physical Security
CR18 Business Continuity
Management

20

Appendix 3 - Twelve Month Progress Chart
The chart below provides details of the movement of risk scores for the period
1 September 2019 to 04 August 2020 inclusive.
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Appendix 4 – Corporate Risk Register as at 04 August 2020
Risk

Description

Risk
Action

CR01 Performance
Targets

Failure to achieve
the performance
targets set by the
Fire Authority
(including
response
standards).
Serious failures in
this area could
result in
intervention
measures being
imposed together
with the resulting
negative financial
and reputational
impacts for the
Fire Authority and
Avon Fire and
Rescue Service
(AF&RS).

Treat

CR02 – Risk
Reduction

Failure to achieve Treat
our statutory
responsibilities in
respect of the Fire
and Rescue
Services Act, Part
2, Section 6, to:
Promote fire
safety.

Initial, Current
& Planned
Risk Score
20 13 15

Planned Mitigation

Latest Position

Performance against
targets continues to
be reviewed
regularly at Service
Leadership Team
(SLT) to monitor and
manage
performance.

28/07/2020 – Risk decreasing

Performance against
targets is also
scrutinised by
Members at the
Performance, Risk
and Scrutiny
Committee (PRSC).

24

20

13

Increase the
establishment in Fire
Safety through a
variety of methods
including Green
Book Fire Safety
Officers, External
Transfers.
22

The pandemic has not had a significant impact on
this risk and the risk score has reduced slightly as
the majority of performance indicators have
remained on target.
There was a settling down period reference
completion of Return To Work Interviews (RTWIs)
for Covid19 sickness which meant the Service
didn’t meet the Year To Date RTWI target at the
end of June. However the issues with Covid-19
RTWIs have now clarified.
All of the new response standards (in line with the
commitment outlined in the Service Plan 20192022) are currently being met.
The Service will continue to monitor all performance
targets on a monthly basis and have also
introduced weekly performance monitoring for
incident monitoring.
28/07/2020: Risk static
In light of the pandemic, the Risk Reduction team is
calling people who have a Home Fire Safety Visit
(HFSV) request to establish if they have any fire
safety concerns and to check their wellbeing. The
team continues to visit the most vulnerable within
our communities (following guidance) and replacing
alarms where possible.
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Risk

Description

Risk
Action

Initial, Current
& Planned
Risk Score

Failure to
Respond to
Statutory
Consultations in
relation to
Licensing and
Building
Regulations

Planned Mitigation
Increased training of
Operational
personnel to carry
out greater number
of Ops Fire Safety
checks, help provide
advice and support.
Interim Risk Based
inspection
Programme to fill
void whilst greater
piece of work around
risk stratification is
completed.
Different delivery
methods
implemented during
the pandemic

Latest Position

The team aim to rebook Key Stage visits for the
new school year, and once restrictions have been
lifted will email all stations and ask them to rebook
any visits they had to cancel themselves.
Key fire safety messages are being emailed to
every school in the Avon area with the suggestion
that schools then share these with their parents
and families.
All statutory duty compliance is being maintained
such as licensing and building regulations. Audits
are not a statutory requirement, but a specific
procedure is being adopted to manage high risk
premises such as sleeping accommodation. Care
homes are being specifically targeted.
Technical Fire Safety (TFS) staff training and roll
out of station based TFS work has been delayed,
engaging new HFSV referring partners has also
ceased or slowed down and some projects and
work with schools has been delayed.
Fire Safety advice continues to be on the website.

CR03 –
Response and
Rescue

Failure to achieve Treat
our statutory
responsibilities in
respect of
firefighting and
Road Traffic
Collisions (RTCs).

24

18

12

Utilisation of on call
and day staff
managers if and as
needed due to
absence rates
Additional response
23

28/07/2020 – Risk static
Throughout the current pandemic the Service have
been able to maintain operational response. The
Service has utilised on call staff and day staff
managers to provide overtime to maintain cover
and to manage any shortfalls in crewing front line
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Risk

Description

Risk
Action

Dealing with other
emergencies including outside
the Fire & Rescue
Authority (FRA)
area if necessary.
Preventing or
limiting damage
to property
resulting from
carrying out
response
activities.

Initial, Current
& Planned
Risk Score

Planned Mitigation

Latest Position

guidance (use of
PPE/Respiratory
Protective
Equipment) to keep
staff safe

appliances

Wide range of
support, information
and risk assessment
in respect of
response and rescue
activities, safe
working practices at
Stations and when
supporting other
activities (e.g.
ambulance).
Provisions in the
tripartite agreement

CR04 – People
Capacity,
Capacity and
representation

Failure to recruit
and retain
experienced
personnel and
ensure sufficient
capacity to meet
statutory
requirements and
organisational
priorities.

Treat

21

20

13

Discussions
underway to assess
options for a further
Wholetime training
school in April 2021.
Reviewing options
for transfers (On-Call
and external) to fill
gaps in early 2021.
Reviewing options
24

Additional response guidance (use of Personal
Protective Equipment (PPE) Respiratory Protective
Equipment (RPE) has been issued to keep staff
safe, and a monthly Covid-19 operational reminder
is also sent.
Covid-19 has had no direct or indirect negative
impact on the operational response capability of the
Service, and will continue to comply with legal
obligations in relation to operational response.
The mitigation put in place and degradation plan
has allowed the Service to maintain minimum
crewing levels and response standards.
Enhanced cleaning and disinfecting regimes
supported and encouraged.

28/07/2020: Risk static
Based on the Whole-Time (WT) degradation profile
there is a potential for a large number of
retirements between March 2020 and Dec 2021
and the impact of a recent pension ruling could
increase this further. Due to Covid-19 the
September 2020 training school has been
postponed and provisionally scheduled for mid-Jan
2021 (16 recruits) and a bid has been submitted for
a further school in April 2021. WT recruitment has
progressed as normal for the initial online tests and
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Risk

Description

Risk
Action

Initial, Current
& Planned
Risk Score

Planned Mitigation

Latest Position

with reference to the
delays in conducting
routine medicals.

application forms. Plans are underway to
implement the fitness/strength, National Fire
Service Physical tests, uniform fitting and medical
stages to adhere to social distancing and other
Government guidelines. Firefighter apprentice
recruitment on-hold and this will be reviewed in
January 2021.

Key recruitments
continuing via Zoom.

Occupational Health (OH) have provided the
Service with flexible provision to enable sickness
referrals to go ahead as normal with telephone
appointments. Counselling provisions are
delivered through telephone or Skype
appointments and therefore welfare provision
remains unaffected. There will however be a delay
in conducting routine medicals and introducing
asbestos medicals (a Health and Safety Executive
(HSE) requirement), delays in some aspects of the
sickness absence improvement strategy and
HMICFRS actions around policy development.
The annual leave quarantine guidelines are under
regular review and a process is in place to capture
and record information on staff travelling abroad to
monitor the potential impact upon operational
resilience and business capability.
There are pending recruitments within Corporate
Services and Transformation Team which will go
ahead as planned. There are capacity issues
within the Finance Team but interim arrangements
are in place to bolster resources, pending a review
of the Finance structure to ensure longer term
resilience.
25
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Risk

Description

Risk
Action

CR05 –
Procurement

Failure to
Treat
effectively
procure
appropriate
equipment and
services to enable
us to achieve our
statutory
responsibilities.
Failure to follow
appropriate
procurement
processes.
Failure to manage
contracts
effectively.

Initial, Current
& Planned
Risk Score
18 18 12

Planned Mitigation

Latest Position

Legal powers
“emergency
provision” for the
current COVID-19
situation enables
flexibility in
procurement law
(E.g. extension of
contracts, direct
awards) to ensure
statutory obligations
can still be met
outside of normal
procedures.

28/07/2020: Risk static

Working locally and
with the National
Fire Chiefs Council
(NFCC) to identify
supply chains for key
items.
Ensuring regular
contact with key
suppliers and faster
payments.
Update of Standing
Orders and any
associated policy
documents to reflect
the latest legislation
and best practice.
26

There are no current indications of any issues
relating to Bristol City Council (BCC) processing
(setting up new suppliers, making payments, and
managing purchase cards) or their resilience during
Covid-19, although some processing is taking
longer than usual due to BCC workload.
External supplier contingency plans are in place;
however their resilience during the pandemic has
its limitations.
Sourcing of risk critical items such as PPE has
improved, supply chain in place and stock levels
are good. Routine ordering process and contract
management are running relatively normally.
The Asset Management Policy was on hold until
June but work has now resumed.
The review of standing orders has now resumed
but full implementation of category management
approach has been delayed.
Some contracts have needed to be extended, and
procurements put on hold, due to the impact of the
pandemic in consultation with SLB and SLT.
Potential longer term impact on supply chain and
costs.
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Risk

Description

Risk
Action

Initial, Current
& Planned
Risk Score

Planned Mitigation

Latest Position

Commissioning,
procurement and
purchasing
procedures will also
be reviewed and
updated.
A category
management and
business partner
approach will be
adopted by the
Procurement &
Supplies Team and
the wider AF&RS.
Procurement Team
and GM Control and
Communications to
consider options for
wide area network
as changes to
current network
needed to support
digitisation.
CR06 – Control
and Mobilising

Risk of failure to
provide control
and mobilising
function to
achieve statutory
responsibilities.

Treat

23

12

9

Business Continuity
(BC) action plan to
ensure sufficient
team capacity and
capability to continue
to deliver and
27

28/07/2020: risk static
Currently there are no elements of the statutory
functions of receiving calls and mobilising Fire &
Rescue Service (FRS) resources that have been
stopped or scaled back. Business continuity plans
have been invoked which protect these statutory
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Risk

Description

Risk
Action

Initial, Current
& Planned
Risk Score

Planned Mitigation

Latest Position

improve.

functions and these are working well so far.
Existing projects with British Telecom (BT) (new
phone system, circuit replication for Information
Technology (IT) services and wide area network)
are still progressing and receiving support from BT.
Emergency Services Mobile Communications
Programme (ESMCP) / Emergency Services
Network (ESN) Connect project likely to have some
further delays but not considered risk critical at this
stage of development.

CR08 –
Financial
Capacity

Failure to have
financial capacity
to meet Authority
and Government
objectives.

Treat

18

20

12

Review of finance
team size, structure
and skills profiles
underway with
interim resourcing to
be considered.

28/07/2020: risk increased from 18 to 20
Key functions such as payroll and payments to
suppliers are operating as normal and no back log
is anticipated.
Alongside the additional financial work associated
with Covid-19, auditors have identified issues
around capacity and capability in the team and
there is a different working model at Treasurer
level.
Mitigating actions have been put in place to
address this risk, with the Treasurer having
recruited a finance interim to support the change
management agenda, from June 2020.
This interim will assess and project plan changes in
the Finance Team moving to a business partnering
model, strengthened resilience and improved
financial reporting, and also develop a project plan

28
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Risk

CR11- Financial
Systems

Description

Avon Fire &
Rescue Service
does not have its
own core financial
system. Without
suitable financial
systems, AF&RS
would not be able
to function.

Risk
Action

Treat

Initial, Current
& Planned
Risk Score

23

18

12

Planned Mitigation

Latest Position
to devolve budgets enabling the team to focus key
priorities. This work will include process mapping,
reviewing policies and procedures and sound
systems of financial control. The Treasurer has
received approval from SLB and the Board Chair to
recruit a senior interim to support the team on
Business Partnering, Business Case financial
modelling and appraisal on finance business
partnering and Capital Accounting.

Improved Service
Level Agreement
(SLA) as part of
contract financial
services contract.
Review of the
financial systems
used by the Service
in the medium term.
A new tender
process, or
extension, to be put
in place to ensure
29

Despite the impact of Covid-19 and the challenges
of remote working, the Finance team has been
successful in having the outstanding 2018/19 Final
Accounts signed off. The Finance team has also
progressed the 2019/20 draft final accounts and
these are now being audited by the External
Auditors. The team is on track for these accounts to
be approved within the current statutory deadlines.
28/07/2020: Risk static
The systems have not specifically been impacted
by the pandemic and improvement actions are
progressing.
AF&RS is dependent upon BCC for the provision of
its financial systems including the general ledger,
payroll and accounts payable. No problems have
been encountered to date and it is not anticipated
that this will change. However there is a control risk
with reference to the SLA as highlighted by Internal
Audit.
The new Treasurer is currently reviewing the
Financial Services SLA with the Finance Manager
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Risk

CR12 – Cyber
Security

Description

Failure to defend
against cyber
security threats.

Risk
Action

Tolerate

Initial, Current
& Planned
Risk Score

23

17

N/A

Planned Mitigation

Latest Position

ongoing access to a
suitable financial
system for 2021/22
onwards.

and the finance interim. The Payroll SLA has now
been reviewed and updates and amendments have
been forwarded to BCC. A review on the financial
systems used by the organisation will need to be
undertaken in the medium term.

Completion of
agreed audit actions
in particular risks
around the capital
accounting system,
the Real Asset
Management
System.
The requirements
around cyber
security are set out
in the contract and
regular testing takes
place.

The issues related to the Real Asset Management
(RAM) system are being reviewed by the Finance
Manager and an action plan is in place to
strengthen the controls of this finance system.
Progress against the audit actions are being
reported to Audit Governance and Ethics
Committee (AGEC).
28/07/2020: risk static
There is protection against cyber threats and
hackers and this has not been impacted by the
implications of the pandemic. Systems and
Firewalls are working as normal. Guidance has
been provided to remote users regarding cyber
security.
External penetration testing and cyber essentials
will take place as this a statutory requirement within
external audit testing of financial systems.

CR13 – Loss of
IT systems
general

IT systems are
critical to the
running of the
Service, and loss
or disruption to
services has a

Treat

21

23

09

Regular contract
management
meetings with the
provider to manage
performance against
the SLAs.
30

IT contractors have effective BC arrangements in
place and working.
28/07/2020: Risk increased from 22 to 23
The majority of staff who have needed to work
remotely have been able to do so reasonably
effectively.
A number of new servers have been installed as
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Risk

Description

Risk
Action

direct impact on
our ability to
function.

Initial, Current
& Planned
Risk Score

Planned Mitigation

User group in place
for staff to provide
feedback to the
procurement team
which will feed into
the contractual
discussions.
Business case to
improve the IT
infrastructure.
SLT monitoring of IT
supply chain issues
and impact on core
projects.

CR14 –
Governance

Failure to
implement
appropriate
internal control
arrangements will
result in the
organisation
being unable to
achieve its
statutory

Treat

25

18

08

Latest Position
well as additional servers being upgraded but there
has been considerable increased pressure on the
ageing IT infrastructure of the Service due to the
rapid increase in the number of remote workers and
this has increased this area of risk.
The IT business case to upgrade the Service
infrastructure and consider implementation of Office
365 was put on hold at the initial stages of
lockdown as all efforts needed to focus on enabling
as many people as possible to work from home.
SLB are now considering the business case to
improve the infrastructure and resilience and set a
solid foundation for the transformation work.

Authority and
Committees able to
continue to function
through effective
virtual means.

The supply chain for certain hardware has been
impacted by the pandemic there are also increased
costs for IT related equipment. Some suppliers will
not visit locations and will provide remote access
only. This is likely to result in a number of
upgrades/projects being delayed, including the
server upgrade/IT transformation project. SLT
continuing to monitor.
28/07/2020: risk decreased from 20 to 15
Governance arrangements are operating effectively
due to the introduction of virtual committee
meetings; therefore the risk rating has reduced from
20 to 15.

Ongoing work to
enhance the
corporate assurance
team to improve

Virtual committee meetings are performing well with
multiple attendees logging into the Zoom meetings
to actively participate, and both Authority and
Committee Meetings live streamed to You Tube.

31
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Risk

Description
responsibilities
and will increase
the risk of
intervention
measures being
imposed.

Risk
Action

Initial, Current
& Planned
Risk Score

Planned Mitigation

Latest Position

corporate planning,
assurance and
continuous
improvement
processes and
maintain the
governance of
Service Plans and
action plans.

Although the final audit of 2019/20 (Business
Continuity) couldn’t take place due to Covid-19
Internal Audit have issued a reasonable assurance
rating in respect of 2019/20.

A revised
governance
framework will be
developed.
Autumn review of
the Constitution.

External audit have signed off the 2018/19 financial
accounts without adverse opinion and they have
been published. The 2019/20 accounts process is
on track. An adverse Value for Money (VFM)
opinion was issued due to the outcomes of previous
inspections for which the action plans are now
either completed or in progress.
Completion of some audit actions have been
delayed as identified in the monitor but plans are in
place with additional resourcing and/or extended
completion dates under consideration.
Some delays to completion of actions in the Service
Plan, HMICFRS action plan and cultural action plan
have been identified due to the impact of the
pandemic but plans are in place to resume work in
these areas with business cases for additional
temporary resource where needed. In particular
additional resource agreed ref CR16 where work in
key areas (such as Control of Substances
Hazardous to Health (COSHH) and manual
handling) has been further delayed by the Covid-19
workload on the health and safety team.
Work to enhance the corporate assurance team
has been delayed due to the work involved in the
pandemic but is now resuming.

32
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CR15 –
Pensions

Description

Risk
Action

The Fire Authority Treat
is required to
meet the
governance
standards of the
Pensions
Regulator. As part
of the risk
management
process a risk
register is
required to
document the key
risks to the
pension scheme.

Initial, Current
& Planned
Risk Score

20

20

14

Planned Mitigation

Scenario planning
with reference to the
potential impact of
the McCloud
pension judgement
on finances and
resources.
Review of
procedures to
ensure accuracy of
data sent to pension
provider to be
reviewed and
strengthened as part
of this process.

Latest Position

A working group for the review of the Constitution
has been set up.
28/07/2020: Risk increased from 17 to 20
The risk score remains high pending confirmation of
the impact of the recent pensions judgement.
Financial scenario planning is in progress with SLB
and the Treasurer, and degradation profile planning
in place through CR04.
The Local Pensions Board has taken place
remotely during the pandemic to ensure ongoing
governance.
Procedure review and training staff have continued,
focusing on online.

Continued
development and
training of staff in
order to meet new
General Data
Protection
Regulations (GDPR)
requirements.
CR16 – Health,
Safety and
Welfare

Failure to comply
with wider statute
and regulations
applicable to

Treat

23

21

13

Consideration of
additional short term
resource.

33

28/07/2020: risk static
This risk area has remained high because the
team’s main focus is the impact of Covid-19 and
the work needed to risk assess workplaces and
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Risk

Description

Risk
Action

Avon Fire &
Rescue Service in
addition to our
statutory
requirements
within the Fire
services Act and
the Fire Safety
Order.

CR17 – Building
Asset Condition
& Physical
Security

Risk of building or
site failure
impacting on our
operations and
activities due to

Treat

Initial, Current
& Planned
Risk Score

21

18

13

Planned Mitigation

Latest Position

Health Safety and
Welfare (HSW)
Manager to explore
the potential of a
secure and
anonymous
reporting
tool/platform for
incidents of stress
and mental ill-health.

provide support and guidance to staff. This has
impacted on planned essential work (e.g. work
packages around COSHH and manual handling)
and some improvement projects and updates to
procedures have paused to focus on immediate
priorities. However SLB have agreed additional
resourcing to assist the team to manage the
additional workload in relation to the pandemic and
resume progression of other key business as usual
work.

HSW Manager to
review current
OSHENS and
FireWatch Systems
with the view of
introducing an
'interface' between
the two systems this will be
undertaken with
respect to the
transformation
programme.

Fitness testing has been impacted but fitness
advice is being provided remotely by the Fitness
Advisor.

There are a range of
BAU mitigations
which remain in
place.

28/07/2020: risk static

34

Statutory compliance testing of mechanical
equipment (Workshops, Fleet, cutting gear etc.) is
currently up to date.
The Mental Health & Wellbeing Action Plan
remains scheduled for implementation in
September 2020. For cases deemed high-risk,
Trauma Risk Management (TRiM) assessments
are being conducted at stations under social
distancing and a risk assessment. TRIM and
mental health support continues to be managed
well.

Currently anticipate 4 - 8 week extension to the
Avonmouth Redevelopment which is within
contingency for the project which also remains on
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Description

Risk
Action

the poor condition
of the Estate
(Buildings and
Sites), potential
Physical Security
breach and
compliance with
associated
regulation
(Health, Safety
and Welfare,
Environmental).

CR18 –
Business
Continuity
Management

Lack of a long
term strategy for
our Estate other
than beyond the
Reinvesting for
the Future Capital
Program, many
sites are no
longer fit for
purpose and have
not kept pace with
the change and
requirements of a
modern Fire &
Rescue Service
The organisation
Treat
is unable to
continue to
deliver the
maximum level of

Initial, Current
& Planned
Risk Score

23

18

12

Planned Mitigation

Latest Position

Impact on live major
projects (Avonmouth
currently) and
maintenance
contractors
monitored and
mitigated on a daily
basis.

budget.

Estates strategy to
be developed.

Team currently has a vacancy and agreed
recruitment to this post will be delayed.

Flexible working
spaces to be created
across agreed sites.

BAU work to create flexible working hubs in
progress which will now support the recovery
programme. Staff supported with temporary
working at home provisions.

Business continuity
exercises and
testing

28/07/2020: Risk static

BC Plans
35

Scheduled maintenance activities are all up to date
and contractor availability is now business as usual.
Estates Strategy has been agreed by SLT and is
due to be published in the Autumn.
Critical maintenance of sites largely continuing to
schedule.

The Service has coped well with the pandemic and
remained strong and resilient in its response with
manageable absence levels. Business continuity
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Description

Risk
Action

service
achievable to the
public in the event
of any significant
disruption.

Initial, Current
& Planned
Risk Score

Planned Mitigation

BC Strategy

Latest Position
plans have worked well.
NFCC BC group has been implemented and a
recovery strategy has now been established
extending to December 2021. Recovery planning is
now underway and will link in with HMICFRS action
planning, the Service Plan, CRR and
Transformation Plan and Local outbreak planning.
It is likely that there will be a significant workload
after the event in terms of the recovery, debrief,
review and lessons learned phase and resources
are being kept under review.
All service Business Impact Assessments (BIA)
and BC plans will be reviewed following this
incident, and the annual review calendar and
exercise schedule redeveloped.

CR19 – Change
and
Transformation

Failure to deliver
Treat
efficiencies
through
digitilisation and
the transformation
of our working
practices and
processes.

24

18

12

Transformation
project initiated
Transformation
Team formed
Budget allocation
being defined.

36

BC internal audit has been rescheduled.
28/07/2020: Risk static
The initiation of the Transformation Programme and
formation of the team has been slower than hoped
due to the COVID-19 pandemic.
Staff engagement on the programme to get
feedback on which policies, processes and systems
need transforming has also been adapted to take
place via email, phone and video calls instead of
the face to face meetings originally planned. This
has delayed agreeing the programme brief and in
turn recruiting the project team, however the project
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CR20 –
Funding and
Resource
Pressures
(Proposed new
risk, separating
out the above
from CR08).

Description

The Fire Authority
receives funding
from the
collection fund
and central
government.
Sufficient funding
is required in
order to deliver its
statutory
obligations.

Risk
Action

Treat

Initial, Current
& Planned
Risk Score

24

23

15

Planned Mitigation

Latest Position
is now on track to complete both.

If the new risk is
agreed, the
mitigation measures
previously contained
in CR08 will be
reviewed and
captured for the next
Committee.

An IT strategy is also in development which will
incorporate the scope and identified objectives of
the Service Transformation Team.
28/07/2020: static
The rating reflects the last score for CR08 which
previously encompassed funding and budgetary
pressures.
The lockdown is having a significant impact on the
economy and the measures taken by the
Government to date have significantly increased
public borrowing. It is widely anticipated that the
impact will be far greater than the financial crash in
2008.
At some stage the Government will need to
consider what measures will be required to bring
borrowing down. This may lead to future cuts in
public spending and further “austerity” measures
being introduced.
Locally, it is anticipated that there will be an impact
on Council Tax and Business rate collections with
many people off work and potential high levels of
redundancies as businesses collapse. Avon Fire
has already been advised of the impact in respect
of BCC. This picture is likely to cause a significant
shortfall on collection funds in 2020/21 which will
need to be recovered in 2021/22.
The longer-term impacts will no doubt be reflected

37
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Description

Risk
Action

Initial, Current
& Planned
Risk Score

Planned Mitigation

Latest Position
through the upcoming Comprehensive Spending
Review and the Fair Funding reviews by
Government.
The Service has received some additional one-off
funding in respect of the new cost pressures of
Covid-19 and technical fire safety which will need to
be effectively controlled and managed.
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MEETING:

Audit, Governance and Ethics Committee

MEETING DATE:

13 August 2020

REPORT OF:

Corporate Assurance Manager

SUBJECT:

Monitoring report – Progress against Audit Management
Actions

1.

SUMMARY
This report updates Members on completion of, and progress towards, the
management actions outlined in Internal Audit reports for 2018/19 and 2019/20. The
management actions agreed at the Audit, Governance and Ethics Committee
(AGEC) on 22 May 2020 following the closure of external investigations into a 2018
Public Access Statement are also included in this monitor.

2.

RECOMMENDATION
The Committee is asked to:
a)

Review the management actions completed following Internal Audits in 2018-19
and 2019-20 (Appendix 1 and 2).

b)

Review progress towards the implementation of the management actions for
the audit year 2018-19 and 2019-20 (Appendix 1 and 3).

c)

Review progress towards the implementation of the management actions
agreed at the May 2020 AGEC (Appendix 4).

d)

Confirm whether Members are content with the management progress outlined
in all the above.

e)

Confirm whether Members are content to receive a monitoring report outlining
progress against all Internal and External Audit actions at the beginning and
end of each audit year.

1
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3.

BACKGROUND

3.1 One of the functions of the Audit Governance and Ethics Committee (AGEC) is to
consider all internal and external audit reports received, review management action
plans and monitor their implementation.
3.2 Previous practice was to centrally monitor management actions that Internal Audit
reported as high priority. Low and medium actions were progressed and monitored
by local managers.
3.3 The Corporate Assurance Manager has led a process to enhance the governance
arrangements. All audit management actions (High, Medium and Low priority) are
now centrally collated, monitored and tracked and the Service Leadership Team
monitors progress each month, seeking assurance that there is sufficient progress
and evidence to sign an action off as complete.
3.4 The AGEC then further monitor the implementation of the management action plans
and it is recommended that the Committee receives a monitoring report twice a year.
3.5 At the end of each year Internal Audit also conduct a follow up audit to test progress
made in implementing the agreed management actions from the previous year. Their
follow up report in respect of the 2018/19 audits is included at appendix 2 of item 10
of the Committee’s agenda.
3.6 As part of the Internal Audit follow up process some of the recommendations for
2018/19 were found to have been superseded and some completion dates have
been amended to reflect their linkage with wider organisational work streams (for
example the transformation programme).
3.7 With exception of the `HR – absence management report’ which is on the agenda for
this Committee at item 10, the audit reports which gave rise to these actions have all
previously been considered by the AGEC with the management action plans agreed.
3.8 Appendix 1 provides an overview of audit recommendations from April 2018 to
March 2020. 30 actions are now complete (including five which are now superseded).
24 recommendations are currently in progress and partially complete (noting some
recommendations contain a number of actions). All high priority actions have been
completed.
3.9 Appendix 2 provides further detail of the management actions completed in the audit
period 2018/19 and 2019/20.
3.10 Appendix 3 provides a detailed summary of progress towards the remaining 10 audit
recommendations for the reporting period 2018/19 and progress against 14 audit
recommendations for the reporting period 2019/20.
3.11 The information provided at Appendix 3 confirms that progress is being made
against all the remaining audit recommendations. 24 are in progress (19 medium and
5 low) and the monitor sets out the progress being made towards the completion
deadlines.
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3.12 In their follow up audit (appendix 2 of Item 10 of the Committee agenda) Internal
Audit has also concluded AF&RS has demonstrated reasonable progress in
implementing agreed management actions.
3.13 At the AGEC held on the 22 May 2020 management actions plans were outlined and
agreed in response to the, now closed, independent audit investigations into
concerns raised in a Public Access Statement in 2018. It was agreed that the AGEC
would monitor progress against these management actions at each meeting and an
update is provided at Appendix 4.
3.14 In addition a management action plan was outlined in respect of the External Audit
report on the Statement of Accounts for year ending 31 March 2019 and an advisory
Internal Audit on the Real Asset Management System. Appendix 4 also provides an
overview of the progress made against each of those management actions as at 28
July 2020.
4

CONSIDERATIONS

4.1 Contribution to Key Priorities
Internal Audit helps the Fire Authority accomplish its objectives by bringing a
systematic, disciplined approach to evaluating, reporting on and recommending
improvements where necessary to secure effective internal control, risk management
and governance arrangements.
4.2 Financial implications
There are no direct implications. However, appropriate arrangements for internal
control, risk management and governance assist in ensuring value for money in the
achievement of the Fire Authority’s objectives.
4.3 Legal Implications
The provision of an Internal Audit function that operates in accordance with
Public Sector Internal Audit Standards (PSIAS) is a statutory requirement.
4.4

Equality & Diversity Implications
None.

4.5 Corporate Risk Assessment
Linking to Corporate Risk CR14 Governance, the work of Internal Audit minimises
and mitigates the risk of failures in the Fire Authority’s internal control, risk
management and governance arrangements, reduces fraud and other losses and
increases the potential for prevention and detection of such issues.
4.6 Environmental/Sustainability Implications
3
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None.
4.7 Health & Safety Implications
None.
4.8 Crime & Disorder Implications
None.
4.9 Data Protection Implications
None.
5

BACKGROUND PAPERS
•
•

6.

Internal Audit reports dated April 2018 - March 2020
Papers 10, 11 and 13 to the AGEC on 22 May 2020 and their appendices

APPENDICES
Appendix 1 – Overview of audit actions and recommendations from April 2018 to
March 2020.
Appendix 2 – Detailed summary of the audit actions and recommendations
completed or superseded for reporting period 2018/19 and 2019/20.
Appendix 3 – Detailed summary of audit recommendations in progress for the
reporting period 2018/19 and 2019/20
Appendix 4 – Detailed summary of the progress made against management actions
agreed at the AGEC on 22 May 2020

7.

REPORT CONTACT
Jane Williams-Lock, Corporate Assurance Manager, extension 210
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Appendix 1 – Overview of Progress against Internal Audit recommendations (April 2018 to March 2020)
COMPLETED audit management actions as 28 July 2020 (including 5 superseded)
Audit Year

Complete High

Complete
Medium

Complete Low

Totals

2018/19
2019/20

2
-

15
4
(+ 1 closed as
duplication)

9
-

26
4

TOTAL

2

19

9

Appendix 2
Appendix 2

TOTAL 30 complete
(including 3 medium and 2 low superseded)

Note – Internal Audit’s Follow Up report only reports on completed high and medium priority management actions
Audit recommendations in progress as at 28 July 2020 (note some recommendations have multiple actions)
Audit Year

High

Medium

Low

Total each audit year

2018/19
2019/20

-

10
9

5

10
14

TOTAL

0

19

5

Appendix 3
Appendix 3
TOTAL 24 in progress
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Appendix 2 - Summary of completed audit actions (including superseded) for the reporting period 2018/19
Inspection
Name

Key Financial
Controls
Actions
2018/19

Key Financial
Controls
Actions

Finding

Action

Journals
A sample of 20 journal posting was
selected from the General Ledger Journals
report covering a period from April 2018 to
October 2018.

AF&RS will implement a month end
process to sample test journals
(selecting frequently used codes and
high value journals), to ensure the
journal postings are correct, accurate
and legitimate.

Payroll data in the financial year 2018/19
from the BCC owned Agresso system was
examined:
From written confirmation from the Pay
and Benefit Manager at BCC we
confirmed that no exception reporting is in
place for changes to:
• Bank account details;
• contracted hours;
• hourly rates; or
• changes to salaries that were less than
50% of net pay.
Continued from above

AF&RS management will seek advice
from the interim Senior Information
Risk Officer on the impact and
potential mitigating actions required
for sending unencrypted emails
containing personally identifiable
information

H/M/L

Medium

Medium

AF&RS has adopted email encryption
when requesting changes to bank account
data. However due to IT system issues,
emails have been sent without encryption
as otherwise they are not delivered to
BCC to action. We confirmed that IT
personnel from both AF&RS and BCC
were aware of the issue and work was
ongoing to remedy the issue.
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Status:
Complete,
In Progress,
Behind
Schedule

Complete

Complete

Business
Lead

Description of
evidence

Original Completion
Date

Finance
Manager

This sub action is
complete. However, as
this forms part of a
wider recommendation
it is therefore not
reported as complete in
the Internal Audit follow
up report.

31/03/2019

Finance
Manager

This sub action is
complete. However, as
this forms part of a
wider recommendation
it is therefore not
reported as complete in
the Internal Audit follow
up report.

31/03/2019
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Key Financial
Controls
Actions

Payroll data in the financial year 2018/19
from the BCC owned Agresso system was
examined:
From written confirmation from the Pay
and Benefit Manager at BCC we
confirmed that no exception reporting is in
place for changes to:
• Bank account details;
• contracted hours;
• hourly rates; or
• changes to salaries that were less than
50% of net pay.
Continued from above

IT Security /
GDPR
Actions

AF&RS has adopted email encryption
when requesting changes to bank account
data. However due to IT system issues,
emails have been sent without encryption
as otherwise they are not delivered to
BCC to action. We confirmed that IT
personnel from both AF&RS and BCC
were aware of the issue and work was
ongoing to remedy the issue.
Data Storage and Retention.
It was confirmed that the Data and
Retention schedules have not yet been
completed.
The data retention schedule is a key
requirement under the GDPR.

Management Reporting

IT Security /
GDPR
Actions

IT helpdesk call information is included in
detail, however it does not include other
key information to include, backup
success and failures, antivirus status, key
changes, cyber incidents and patch
updates.

c) Changes made to standing payroll
data will be documented and retained
on standardised forms, with
information made available to all staff
on the intranet on how to amend their
personal data.

Medium

The documentation of Retention and
Deletion schedules for the remaining
areas will be completed and then
actioned through the deletion of
personal data which is no longer
required to be held.

Medium

Complete

Finance
Manager

Complete

Deputy
Director of
Corporate
Services

The management reporting
documentation will be updated to
include further key information such
as backup success and failures,
antivirus status, key changes,
information security incidents and
patch updates.
Medium
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Complete

Director of
Corporate
Services

This sub action is
complete. However, as
this forms part of a
wider recommendation
it is therefore not
reported as complete in
the Internal Audit follow
up report.

Confirmed as
completed as part of
the RSM Follow –up
Audit.

01/05/2019

01/11/2019

Progress update
spreadsheet

Confirmed as
completed as part of
the RSM Follow –up
Audit.

02/09/2019

Guidance notes reporting a data breach
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IT Security /
GDPR
Actions

IT Security /
GDPR
Actions

Recruitment
and
Appraisals
and Human
Resources

Individuals’ Rights
One of those information rights is the 'right
to access' that an individual has over their
own data and any member of staff (past
and present) or a member of the public
can submit a Subject Access Request
(SAR). Providing it is a reasonable
request, AF&RS are obliged to comply.
It was confirmed that the internally
documented procedures that describe how
to deal with SARs have not yet been
updated for GDPR. This increases the risk
that SARs are not handled consistently if
the Data Protection Co-Ordinator is not
available to action the request.
Data breaches
We noted that the Service has a Security
Incident Management Policy which
includes the steps required to follow with a
breach including the requirement to report
to the ICO within 72 hours. We reviewed
Oshens and confirmed that it requires all
the relevant information of breaches
however it does not currently include a
section on whether an incident requires
reporting to the ICO. This increases the
risk that incident reporting to the ICO is not
performed.
We obtained a list of all staff who had
been employed by AF&RS for 12 months
or longer.
A sample of 20 employees were tested
and found:
• PDRs are not dated we could not confirm
if the PDRs were completed within the last
12 months.

The Service will update their formal
and documented internal process and
procedure for when Subject Access
Requests are received to include the
required activities in order to action
the request.
Low

Complete

Director of
Corporate
Services

Progress update
spreadsheet

Low

Complete

Director of
Corporate
Services

Screen print from
Health and Safety
Manager showing an
extract from OSHENS.

19/07/2019

A section will be added into Oshens
that assesses if ICO reporting is
required and records the reporting
date if needed.

Management will look into how it
reports overdue PDRs for its
employees. If after three months of
being on the non-compliance report
line managers have still not
completed the PDR with their
employee, then this will be escalated
higher.

Medium

46

Complete

Organisational
Development
Manager

Confirmed as
completed as part of
the RSM Follow –up
Audit.

31/03/2019

30/06/2019

Email evidence trail in
respect of outstanding
PDRs
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Recruitment
and
Appraisals
and Human
Resources

Recruitment
and
Appraisals
and Human
Resources

Recruitment
and
Appraisals
and Human
Resources

Recruitment
and
Appraisals
and Human
Resources

A report of all personnel with line
management responsibilities is not
available. A sample of 10 managers were
chosen to confirm if they had attended
PDR training. From our sample we found
that four had not attended PDR training for
line managers.

An e-learn will be created for all staff
with line managerial responsibilities.
This will detail all of the information to
carry out an effective PDR.
Completion of this e-learn will be
monitored by the Learning and
Development team.

Complete
(superseded)

Organisational
Development
Manager

The RSM Follow up
Audit found this action
to be superseded due
to pending changes to
the PDR system and
processes

Medium

Complete
(superseded)

HR Manager /
Organisational
Development
Manager

The RSM Follow up
Audit found this action
to be superseded due
to pending changes to
the PDR system and
processes

Medium

Complete

HR Manager

Low

Complete

HR Manager

Medium

There is a risk that without the relevant
training, PDRs may be carried out
inconsistently and ineffectively.
A sample of 20 staff noted in 1.2 found :
• Objectives were written within all PDRs
however we found these were not clearly
SMART objectives;
• there was no consistency in approach to
objectives across the PDRs;
• the PDRs did not link to the AF&RS
mission, vision or values; and
• only eight PDRs, had PDPs which
contained staff development needs.

HR will look into implementing a
secondary review of PDRs to ensure
there is a quality control process or a
spot check that objectives are SMART
and PDRs are undertaken in a
consistent and timely manner. SLT
have signed off on this and HR will
now explore how this is captured in
the PDR system.

There is a risk that there is not a robust
review of data enabling AF&RS to
determine the root cause of staff leaving.
This may impact the retention rate as
trends are going undetected.

Management will analyse the staff
data reports combined with any leaver
feedback within leaver questionnaires.
Any trends identified will be noted and
the relevant action taken.

We examined the yesyoucan careers
website and found that it assists
candidates through the recruitment
process.
Although the HR team can access the
careers website, there is a risk that if no
formal recruitment process is in place, and
there is a continuity issue within the team,
the required process and documents may
not be acquired.

The RSM Follow up
Audit found this action
to be complete

10/07/2020

10/07/2020

10/07/2020

A checklist for HR staff will be
introduced to detail all stages and
actions required from advert to
appointment stage.

47

An operational FF
recruitment checklist

10/07/2020
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Through examination of the payroll system
we confirmed that the staff member with
employee number 6217 was a current
member of staff and not a ghost
employee.
Recruitment
and
Appraisals
and Human
Resources

Recruitment
and
Appraisals
and Human
Resources

Recruitment
and
Appraisals
and Human
Resources

HR will run reports to ensure any
anomalies identified within FireWatch,
such as an employee without a line
manager, and rectify any issues
identified.

We were informed that the employee was
on modified duties and allocated to Station
25. This is not a physical station and is
where new recruits used to be allocated
before their actual station had been
confirmed. We could not be provided with
a reason as to why this employee had
been allocated to Station 25 as it is no
longer used, this employee was not a new
recruit and neither Finance or HR knew
which station this employee was actually
based.
We obtained a sample of 10 vacancies
filled within the last six months. These
were all relating to support staff as there is
no qualification requirement for Firefighter
roles.
During the testing it was noted that
evidence of qualifications is not requested
for the candidates, this is not in line with
good practice and present a risk of
individuals without the required
qualifications being employed, leading to
unethical decision making and potential
future performance issues.
Exit interview discussions are not fully
documented or circulated to maintain
confidentiality and encourage open
discussion, especially if employees have
left for sensitive and/or personal reasons.

The HR Manager will ensure that
going forward HR staff request
qualification certificates from
candidates to confirm they have the
essential qualifications for that
specific job role.

HR Manager will aim to make exit
interviews mandatory so that
feedback from leavers can be
analysed and used to identify trends
within the Service. The standard
leaver’s letter will be amended to
encourage automatic participation in
the exit questionnaire and/or interview
process.

Low

Complete

Organisational
Development
Manager

PDR Report

30/06/2019

Low

Complete

HR Manager

Current checklist
showing requirement to
request qualification
evidence.

31/03/2019

Amended leavers
letters.

Low

48

Complete

HR Manager

(Amended to
encourage all staff to
participate in the exit
questionnaire or
interview
process. However, it is
difficult to enforce/
make them
mandatory.)

10/07/2020
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Recruitment
and
Appraisals
and Human
Resources

Recruitment
and
Appraisals
and Human
Resources

Procurement/
Contract
Management

Through examination of the PDR page on
the intranet, we confirmed that this
described current practice, however this
was the only information on PDRs
available to staff as a guide / expected
practice.

Management will create an appraisal
procedure to reflect current practice. It
will include the details and objectives
around the PDR process.

By not having an approved PDR /
appraisal policy in place it gives an
impression that staff development is not a
priority for AF&RS, and could also result in
staff not being consistently or sufficiently
developed or performance managed,
leading to an ineffective workforce.
Linking staff objectives in their PDRs with
AF&RS’s own values and then reviewing
these on an annual basis may start to
encourage staff to align to achieve these
objectives and in doing so work towards
improving the culture within the Service.

Low

Organisational
Development
Manager

AFRS mission, vision and values
should be either noted in the PDR or
a link should be included, and the
staff members objectives should also
align with this.
Low

A report of the top ten suppliers by value
from the finance system was obtained. In
two cases in this sample, separate
contracts were in place with the supplier.
There is a risk that AF&RS are not
following the payment schedule outlined
potentially paying more than required,
impacting the financial effectiveness of the
Service

Complete
(Superseded)

a) Invoicing arrangements for
contracts paid in advance with a value
of over £50,000 will be reviewed to
ensure payments are made in line
with contracts.

Complete
(Superseded)

Complete

Organisational
Development
Manager

Procurement
Manager/
Finance
Manager

Medium

b); a review will be undertaken where
additional amounts are being paid
above the contract value for upgrades
or extensions to ensure the correct
amount is being invoiced.

Complete

49

Procurement
Manager/
Finance
Manager

AF&RS purchasing a
different PDR system
and therefore a policy
or procedure on current
practice is superseded.
However the action to
ensure there is a policy
for the new system has
been captured in the
implementation plans
for the new system. In
the interim some further
guidance has been
included in the new
promotion policy.
AF&RS purchasing a
different PDR system
and therefore adding
values to the current
system is superseded.
However the action to
ensure there objectives
link to values has been
captured in the
implementation plans
for the new system. In
the interim some further
guidance has been
included in the new
promotion policy.
Confirmed as
completed as part of
the RSM Follow –up
Audit.

28/07/2020

28/07/2020

31/05/2019

Copy of quarterly report
for evidence.
Confirmed as
completed as part of
the RSM Follow –up
Audit.

31/05/2019

Copy of training notes
showing this action for
evidence.
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c) the contracts register will be
updated to include profiled expected
spend per month, so this can be
monitored against.

Procurement/
Contract
Management

Procurement/
Contract
Management

Procurement/
Contract
Management

When the tender documentation is not
available there is a risk that AF&RS could
not evidence the proper and ethical
process being adopted, and therefore
could not respond to any formal appeals
against a tender decision leading to
reputational damage.
Cont. from above

Complete

a) A central repository will be
developed for all procurement
documents such as invitations to
tender, OJEU notices and evaluation
documentation.

Complete

b) Where collaborative procurement
has been undertaken, the full suite of
procurement documents including
completed evaluation matrices will be
obtained from the leading authority

Where contracts are not signed by an
authorised staff member there is a risk that
contracts are entered without
having had the required assessments
such as value for money, impacting on
financial and performance management in
that area.

Once the revised contract signature
limits have been agreed, contracts will
be signed by the appropriate
delegated authority, spot checks will
be undertaken on a periodic basis by
the Procurement Manager.

Where no contract management
processes are in place there is a risk that
overall performance of the contract is no
longer benefiting the AF&RS and becomes
cost ineffective.

A record of contract management
requirements and activities will be
considered to add to the contracts
register, so that a central log can be
maintained.

Procurement
Manager/
Finance
Manager

Procurement
Manager/
Clerk

Medium

Complete

50

Procurement
Manager/
Clerk

Confirmed as
completed as part of
the RSM Follow –up
Audit.

31/05/2019

Extract from Contracts
Register.
Confirmed as
completed as part of
the RSM Follow –up
Audit.

31/07/2019

Contracts Register over
£5K
Confirmed as
completed as part of
the RSM Follow –up
Audit.

31/07/2019

Contracts Register over
£5K

Medium

Complete
(Superseded)

Procurement
Manager

The RSM Follow up
Audit found this action
to be superseded as no
longer necessary

28/07/2020

Low

Complete

Procurement
Manager

Contracts Register over
£5K

30/06/2019
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Procurement
Contract
Management

Collaboration

It was identified that the Procurement
Manager was the budget holder for 19
budgets.
However, the Procurement Manager was
also the final approver, as well as having
administration rights for the contract
selection and evaluation.

b) Safeguards will be put in place so
that the Procurement Manager and
Officers do not have admin rights, as
well as being the budget holder and
final approver for many budget areas.

We obtained the KIT meeting minutes on
11 September, 11 October and 13
November 2018 and confirmed that an
update on partnerships was provided at
each meeting.
Through discussion with the Partnerships
and Collaborative Working Manager we
were informed that there is no reporting
process in place for collaborative
arrangements.
However, periodic meetings are held
between various team members to discuss
any problems AFRS are having regarding
collaborations.

Regular collaboration updates will be
provided to SLT through a standing
agenda item. The relevant
Committee of the Fire Authority will
also be updated twice yearly with
regards to providing qualitative and
quantitative information on the
progress of collaborations and the
benefits being realised. The Clerk will
advise on the appropriate committee
and add this to the forward work plan.
There will also be consideration of an
annual update to the Fire Authority.

Medium

Medium

51

Complete

Complete

Procurement
Manager

Director
Corporate
Services (or
Deputy)

This part of the action is
complete.
Evidence received

The RSM Follow up
Audit found this action
to be complete

28/07/2020
(signed off by SLT since
the RSM follow up audit)

10/07/2020
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Appendix 2 cont. - Summary of completed audit actions for the reporting period 2019/20

Inspection
Name

Finding

Action

a) An Asbestos Management Strategy will
be produced. In the meantime, in order to
manage the risk of the presence of
Asbestos, additional samples will be taken
to and action plans put in place and
monitored by Property Services.

Health &
Safety
(Estates &
Equipment)

We were able to confirm for a specific case
relating to Patchway Fire Station that a
management survey was conducted prior to the
removal of high risk asbestos. A post
management survey was then conducted which
highlighted the removal of the asbestos, as
evidence that the actions had been completed.
Since there is no form of tracking we were
unable to confirm how many other similar cases
there were or complete any testing in this area.
There is currently no tracking of individual
actions as the responsibility sits with each
individual site. There is no management
reporting or updates provided to Fire Authority
or the Health and Safety Committee on
asbestos management. We were unable to
complete testing of this area since the records
are held in paper-based records at these
individual sites. The lack of record keeping and
upward reporting requires addressing to provide
assurance that the Service knows where its
asbestos risks are and is effectively managing
them.

H/M/L

b) A quarterly report will be generated that
highlights actions that have not been
completed by their due date and
escalated to the Property Services
Manager. The Health and Safety
Committee and Fire Authority will be
updated accordingly on an ongoing basis.

52

Status:
Complete,
In Progress,
Behind
Schedule

Business
Lead

Description of evidence

Closing action
as duplication

Property
Services
Manager

Duplication of action re
Asbestos Management
Plan. Closing as duplication.

Medium

Complete

Property
Services
Manager

Completion
Date

This action is now being
addressed through the
development of an Asbestos
Management Plan.

17/03/2020

There are no outstanding
actions and all reactive
works where required are
recorded on the Property
Services Helpdesk.
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Financial
Controls

We identified that as budgets were flexed
throughout the year, with additional
spending of earmarked reserves for
example, it was not possible for the Senior
Leadership team (SLT) and Fire Authority
to be assured of its position against the
original budget. This limited the oversight of
the SLT and Fire Authority to challenge
increases or decreases in the budget midyear, and as such they could not be fully
assured of the performance of budget
holders. We noted that use of ear marked
reserves was not clearly communicated
through the monthly report and how their
use affected the original budget position.

Details will be added of the original
budget position on the monthly budget
monitoring report, to clearly articulate
the areas where the original budget
has significantly moved, and the
impact of using ear marked reserves
to support changes to budgets
midyear.

The new Treasurer has
introduced monthly monitoring
to SLT which includes original
budgets approved by AFA,
alongside a new column that
shows changes to that budget,
plus outturn. This report will be
shared with AFA from Sept
2020.
Medium

Complete

Finance
Manager

On reserves, on a monthly
basis the Treasurer is now
sharing key financial info with
SLB including updates on
income and reserves.

23/07/2020

At the SLB awayday on
20/7/20 there was a full review
of the reserves position linked
to Service Plan priorities.
Evidence provided.

Health &
Safety
(Estates &
Equipment)

We received copies of 24 asbestos surveys
conducted by either the previous
contractors or SCC. We understand that
due to the inaccuracies identified, such as
stating areas were inaccessible where this
was not the case, that management have
been unable to place assurance on the old
surveys.

a) Asbestos surveys will be
recompiled and recorded in the central
register. The register will be
accessible by all required staff and
contractors that will be working on site.

New Registers have been
produced and are available as
uncontrolled hardcopy at all
locations and on line via the
TEAMS Portal

Medium

53

Complete

HSW Manager
/ Property
Services
Manager

17/03/2020

This part of the action is
complete. Evidence for file.
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Health &
Safety
(Estates &
Equipment)

We noted from the training needs analysis
matrix for the Property Services team that the
Reactive Maintenance Officer holds an
Asbestos Duty Holder competence, with the
Major Projects Manager and Environmental
Officer having undertaken Asbestos
Awareness training. However, these officers
are not currently involved in the management
of asbestos or monitoring of actions
undertaken from surveys and inspections.
A training need has been identified for
consistency in approach, which will be
resolved through the introduction of the online
asbestos register. This can be accessed
remotely and updated by Property Services
and tracked centrally for any asbestos which is
overdue for
inspection or removal.

c) A training programme will be
produced which aligns to the
training matrix, to include
asbestos management.
FireWatch will be examined as
part of the Service
Transformation project, data will
be checked for accuracy and
obsolete information removed.

Medium

54

Complete

HSW Manager
/ Property
Services
Manager

Asbestos Duty Holder training
has been given to members of
the premises team who have
successfully completed a
Asbestos Management
Qualification.

31/12/2019

The second part of this action
is duplicated from the
Transformation Team project,
and as such, this part of the
action can be marked as
complete
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Appendix 3 – Summary of 2018/19 audit actions and recommendations in progress.
Inspection
Name

Key Financial
Controls
Actions

Key Financial
Controls

Finding

Action

1.1.2. Payroll
The current SLA with BCC is still under review
with the Treasurer although no time frame had
been agreed for completion.
There is a risk that without robust exception
reporting and assurances over the service
levels provided by BCC, that the agreement
does not provide sufficient value for money for
AF&RS.
Discussions have taken place between
AF&RS and BCC to agree the training and
implementation of the new payroll system by
BCC, although no dates had been agreed.
There is an opportunity to re-align the SLA and
exception reporting to further benefit AF&RS
and drive value for money from the contract.
Payroll data in the financial year 2018/19 from
the BCC owned Agresso system was
examined:
From written confirmation from the Pay and
Benefit Manager at BCC we confirmed that no
exception reporting is in place for changes to:
• Bank account details;
• contracted hours;
• hourly rates; or
• changes to salaries that were less than 50%
of net pay.
Continued from above

AF&RS management will review
and consider redefining the SLA
with Bristol City Council to
provide improved management
information, exception reporting
and assurances over the Payroll
and Financial operations of
BCC.

H/M/L

Status:
Complete,
In
Progress,
Behind
Schedule

Business
Lead

AF&RS
expected
completion
date

Last Update

The Payroll SLA has been reviewed by
the new Treasurer and feedback sent to
BCC on 15/7/20. Awaiting response.

Medium

Remaining action - AF&RS will
ensure that system generated
reports of changes to standing
payroll data can be obtained
from Agresso or via BCC, as a
monthly check of the legitimacy
of changes, specifically those
not made via self service, prior
to the payroll being processed.

In
Progress

Finance
Manager

30/09/2020

The Financial Services SLA has also
been reviewed by the new Treasurer
and feedback sent to BCC on 23/7/20.
This feedback will include reporting
requirements to give AFRS assurance of
financial controls (set out in other audit
recommendations in this document).

These reports have been requested from
BCC and discussions are underway
about the exact content of these reports
to give the appropriate assurance to
AFRS.

Medium

AF&RS has adopted email encryption when
requesting changes to bank account data.
However due to IT system issues, emails have
been sent without encryption as otherwise they
are not delivered to BCC to action. We
confirmed that IT personnel from both AF&RS
and BCC were aware of the issue and work
was ongoing to remedy the issue.

55

Behind
Schedule
but in
progress

Finance
Manager

30/06/2020

The requirement for these reports is also
included in AFRS’s feedback on the draft
SLA with BCC.
Treasurer and BCC need some further
time to finalise. Leadership Team
considering an extension to completion
date of 30/09/2020.
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There is a risk that damage could occur to
vehicles during transportation from repair or
service agents, which may not be noticed for
several days. This may result in additional cost
for AFRS to rectify the damage, or issues
emerging during operation.
Key Financial
Controls

IT Security /
GDPR
Actions

IT Security /
GDPR
Actions

There is a larger piece of work including buy
in, culture and training which will lead to IOAs
having a more active role in information
management.
This action is linked to Action 1. Once the
Record of Processing Activity (ROPA) is
complete, the data owners will be identified
and responsibilities communicated.

AF&RS management will
introduce a condition check of all
vehicles prior to and upon return
from repairs and servicing.
We are developing and
implementing a new fleet quality
check process, ensuring that this
is linked to current and / or
future fleet maintenance
documentation. This will in turn,
ensure that AFRS has continued
assurance over the
condition of its vehicles.

Medium

The Service will formalise and
document the relevant data
owners and include with the data
register and data mapping
exercises. In addition, the key
responsibilities of data owners
will be documented and
communicated

Medium

We will continue to work with
staff so that all data is assigned
an owner and that this is
included within the ROPAs.

Leavers
Testing confirmed that nine accounts had been
deleted or disabled and one account remained
open. This increases the risk of unauthorised
access to the network. As there are no
reconciliations performed against HR leaver
reports to confirm that all leaver accounts have
been disabled, the account had not been
identified. This increases the risk of
unauthorised access to the network and data.

In
Progress

In
Progress

Fleet Manager

Director of
Corporate
Services

30/09/2020

31/01/2021

A monthly reconciliation review
of staff leavers will be performed
to ensure that all leaver network
accounts have been disabled.
We will formally define the
process that is required and
which teams to
inform when a member of staff
leaves the Service. Included
within this process will be a
reconciliation of leavers to
ensure that all leaver network
accounts have been disabled.

Medium

In
Progress

Director of
Corporate
Services

31/08/2020

Development is in progress and is
anticipated to be delivered in line with
the current completion date. There is
now a process which is embedding by
the end of June. A policy is being
developed to support this which should
be ready by end-July.

Update provided by RSM Follow up
report and confirmed as correct by Lucy
- The implementation of the action is
ongoing. Whilst the majority of data
owners have been appointed, work is
still to be completed on assigning
owners to all data. Those data owners
that had been identified were included in
the record of processing activity (ROPA)
RSM examined. Covid- 19 has also
impacted on this work which will now
also involve the transformation team.
Following the RSM Follow up Report,
the management action has been
updated and the completion date
extended.
Reconciliations are undertaken manually
by the IT team. However, these are not
consistently completed on a monthly
basis and had not been done in recent
months. In addition, work remains
ongoing on formalising a process that
defines which teams HR are required to
inform (including IT) when a member of
staff leaves the Service. As the process
had not yet been defined, RSM did not
complete any sample testing.
Following the RSM Follow up Audit, the
management action has been updated
and the planned completion date
extended.
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Procurement/
Contract
Management

Procurement/
Contract
Management

The CSOs do not set out the following:
• limits for approving award of contracts to the
highest scoring supplier, including when an
award report is required or what alternative
method of approval is used for lower value
contracts;
• limits for signing contracts; and
• approval required to commence procurement
activities.
We also identified that a new Contract
Procedure Rules document had been drafted
to replace the CSO, however due to ongoing
staff consultation, implementation of this new
process has been delayed.

AF&RS will update / replace the
Contract Standing Orders to
include the following:
• limits for approving award of
contracts to the highest scoring
supplier, including when an
award report is required or what
alternative method of approval is
used for lower value contracts;
• limits for signing
contracts; and
• approval required to
commission procurement.
The updates will be presented to
the Fire Authority for approval.

We examined the contracts register and found
that it had not been maintained and was not
fully up-to-date..
If the contracts register is not kept up to date,
there is a risk that the Procurement Team will
not be able to rely on key information
regarding the contract such as the end date
and be relying on inaccurate information. This
impacts the cost effectiveness as AF&RS may
not be getting value for money.

a) A full review of the contracts
register will be completed to
ensure details such as contract
dates and numbers of contracts
are accurate and up to date.
b) Quarterly spot checks will be
undertaken to ensure the
register is being updated in a
timely manner.

Work in progress as part of the work to
implement a new model (category
management) into the Service. Work
can proceed now that BAU is returning.

Medium

In
Progress

Procurement
Manager

30/09/2020

Procurement team were in the process
of doing a full review of the contracts
register pre Covid-19 after which we can
implement spot checks. Work now
resuming but, due to Covid 19,
Leadership Team is considering
amending AF&RS deadline for
completion to 30/09/2020.

a) We will continue to work on
the completeness and accuracy
of the
contracts register, as well as
including additional information
and required fields to aid
effective contract management.
b) We will provide training to the
Procurement Officer to ensure
that spot checks are carried out
on the contract register on a
quarterly basis, so that it
remains up to date. These spot
checks will be reviewed by the
Procurement and Supplies
Manager.

Medium

57

In
Progress

Procurement
Manager

31/08/2020

19 | P a g e

It was identified that the Procurement Manager
was the budget holder for 19 budgets.
However, the Procurement Manager was also
the final approver, as well as having
administration rights for the contract selection
and evaluation.
Procurement/
Contract
Management

We examined evidence gathered from AFRS
demonstrating the key methods of generating
ideas and exploring new projects with other
emergency services. We can conclude that
AFRS explores multiple methods, both
internally and externally, through which it can
engage with other partners to collaborate.

Collaboration

The Authority will implement a
revised supplier commissioning
process which includes
additional scrutiny of quotes
obtained to ensure the market is
being tested on a regular basis.
We will revise the
commissioning process, and this
will be subject to
approval by the FA. Once
complete, this will be
disseminated to relevant staff to
ensure awareness and ongoing
compliance with the revised
process.
a) Collaboration / formal
partnership application (P1)
forms will be completed for all
collaborative arrangements to
ensure that AFRS evaluates the
benefits, costs and risk prior to
engagement and can make an
informed decision as to whether
the arrangement should be
entered into.

Medium

In
Progress

Procurement
Manager

30/09/2020

Following the RSM Follow up Report,
the planned completion date has been
extended and the management action
has been updated. This will be part of
the move to a different model for
procurement (category management)
and the AFA review of the Constitution in
the Autumn 2020.

As a result of the RSM Follow Up
Report, the management action was
updated and the planned completion
date extended.

b) AFRS management will
develop a reporting mechanism
to ensure the Fire Authority
receive collaboration updates
including whether the
arrangement is achieving the
desired outputs (financial
savings / efficiencies / service
improvement).
Metrics will also be added to the
collaboration register to show
performance of each
arrangement.

Medium

In
Progress

Director
Corporate
Services (or
Deputy)

31/12/2020

a) Now the new member of staff has
started, all collaborative/formal
partnership arrangements entered into
will be monitored by the
Partnerships & Collaborative Working
Manager. This will ensure that
collaboration/formal partnership
application (P1) forms are completed for
all collaborative arrangements entered
into. Informal joint working/ partnership
arrangements will be monitored by the
new member of staff.
b) We will report collaboration updates to
the PRSC twice a year including
outcomes of the partnerships annual
reviews.
c) As part of the Strategy and
Framework review, we will consider the
best way to evaluate Formal
Partnerships and add metrics to the P3
and/or the
Register of Partnerships where
appropriate.
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Whilst we found the P3 monitoring forms
involve good practice in terms of monitoring
the delivery of objectives and governing the
collaborative arrangements, these are not
being consistently completed. As a result,
there is a risk that no assessment of the
effectiveness of the arrangement takes place
and therefore that AFRS cannot be assured
that the arrangement is beneficial to it and
should be continued.

Collaboration

Collaborations and formal
partnership review (P3) forms
will be completed for all
collaborative arrangements to
ensure that AFRS monitors the
delivery of objectives and can
make an informed decision as to
whether the arrangement should
be continued or withdrawn.
Once the new Transformation
and Improvement Team is in
place, consideration will also be
given to see whether the review
and reminder processes can be
automated.

As a result of the RSM Follow Up
Report, the management action was
updated and the planned completion
date extended.

a) Now the new member of staff
has started, all
collaborative/formal
partnership arrangement
reviews will be monitored by the
Partnerships &
Collaborative Working Manager.
This will ensure that
collaboration/formal partnership
review (P3) forms are completed
for all collaborative
arrangements entered into.
Informal joint
working/partnership
arrangements
will reviewed by the new
member of staff.
b) Once the new Transformation
and Improvement Team is in
place,
consideration will also be given
to see whether the review and
reminder processes can be
automated.

Medium

59

In
Progress

Partnerships
and
Collaborative
Working
Manager

31/12/2020
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Appendix 3 cont. – Summary of 2019/20 audit recommendations in progress.

Inspection
Name

Health &
Safety
(Estates &
Equipment)

Finding

Action

Staff centrally don’t know whether
training is no longer required or just out
of date and so this is not currently being
monitored.
We challenged the matrix’s minimum
number of trained personnel for each
training module and were informed that
these figures were not accurate and
needed updating. The control framework
here requires updating, as currently the
matrix informs the training, but there is
no mechanism to monitor compliance
with it, as well as the matrix not being up
to date and therefore not effectively
directing staff and the organisation.
Therefore, there is a lack of assurance
and evidence that staff are up to date
with H&S training. Through examination
of this matrix being developed, we
confirmed this would be sufficient to set
out expectations dependent on job role.

A new Service Transformation
unit is currently being formed, in
which FireWatch will be part of a
project to review the systems and
processes within the organisation,
including ensuring the training
matrix is accurate and obsolete
information removed. All
processed based activity will also
be redesigned and automated
where possible.

H/M/L

Medium

60

Status:
Complete
In Progress
Behind
Schedule

In Progress

Business Lead

HSW Manager /
Performance
Manager /
L&D Manager /
RPU Manager /
Corporate
Performance
Manager /
Head of Service
Transformation

AF&RS
expected
completion
date

Last Update

The HSW Manager has begun
conversations with RPU to work
towards more efficient and
accurate reporting of H&S training
records and competency. However
the Service Transformation Team
is not yet in place so the larger
work around Firewatch cannot be
started. Proposed, and leadership
team agreed, that the completion
date is updated to end 2020.
31/12/2020
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Health &
Safety
(Estates &
Equipment)

Health &
Safety
(Estates &
Equipment)

There is a risk that without a central
register, it is difficult for the Service to
easily reconcile what it is monitoring
against all relevant legislation, as well
as keeping on top of regulatory
changes. The gap between the new
manager starting and the previous
manager departing is four weeks, and
therefore we do not believe this to
present a continuity risk. We examined
the Barbour website and confirmed it
contained the necessary information for
the Service to be aware of what
regulation needed to be adhered to for it
to be compliant, but without a Health
and Safety Manager in place, we could
not confirm that the service is currently
reviewing this information on a regular
basis.
We obtained the presentation delivered
by the Property Services Manager and
the SLT minutes from the 27 March
2019 confirming the delivery of the
presentation. Through examination of
the minutes we noted that SLT
understood the key aims and objectives
of the future estate strategy. However, it
was noted that additional time would be
needed for SLT to discuss wider issues
and the long-term strategy. There is
clear progress being made to create an
estate strategy, however, until one is
created, there is a risk that the Service
is not efficiently using its redevelopment
budget and is using funds on projects
that may not be deemed feasible in the
future.

An Environmental Compliance
Register is now in place and it is
proposed that a combined,
Environment, Health,
Safety & Welfare register will be
developed. The combined register
will be
tracked, monitored and discussed
at the
HS&W Committee meetings.

Medium

An Estates Strategy will be
developed including a detailed
plan for future estate
redevelopment. This will be
placed on a shared drive once
complete. As a result of the
strategy an asbestos removal
plan will also be developed.

Behind
schedule but
in progress

HSW Manager /
Property
Services
Manager

30/04/2020

Progress is delayed. The
combined, Environment, Health,
Safety & Welfare register has not
yet been developed, however a
HSW compliance register has been
started. Slow progress due to staff
shortages within the team, however
now that the Practitioner role is
filled, this can be further
progressed. In the interim
compliance with legislation is
monitored and discussed regularly
at meeting with Property Services.
Leadership team considering
extension of AF&RS completion
deadline to 30/12/2020.

Final draft Strategy has been
produced and signed off by SLT.
Once published on the website and
intranet and this action will be
complete, subject to SLT sign off.

Medium

61

Behind
schedule but
in progress

Property
Services
Manager

31/01/2020

The first phase of Asbestos
removal (all high risk materials) is
now complete. The registers have
been updated to reflect this and a
management plan produced in Q1
2020/21. Leadership Team is
considering extension of AF&RS
completion deadline to 31/03/2021
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Health &
Safety
(Estates &
Equipment)

Currently there is no register of
asbestos survey results, for monitoring
or to understand current position for
surveys completed by SCC or the
previous contractors. We were informed
by the Property Services Manager that
this was not able to be completed due to
other high priority projects such as
creating an Estates Strategy to give the
future direction of the Service (including
which sites would be disposed of, and
therefore would not need asbestos
treatment) and rebuilding the Health and
Safety Team.
Through the contract with SCC, an
online register of asbestos survey
results will be compiled which will
include details on the site it was
identified and required actions. This will
then be maintained and updated by
Property Services where an action has
been taken and overseen by the
Property Services Manager, such as a
removal or re-inspection.
There is no management reporting on
outcomes of the asbestos surveys to
Board or the Health and Safety
Committee.

An Asbestos Management
Strategy will be produced. In the
meantime, in order to manage the
risk of the presence of Asbestos
in an area likely to be disturbed
for refurbishment or for
maintenance, additional samples
will be taken to confirm, or not,
the presence of Asbestos.

Completion is progress but
delayed.

Old paper copies of asbestos
plans and surveys will be
removed.
Medium

Behind
schedule but
in progress

HSW Manager /
Property
Services
Manager

31/12/2019

New Registers have been
produced and are available as
uncontrolled hardcopy at all
locations and on line via the
TEAMS portal. A report from the
R&D Contaminates Working Group
is needed to inform the strategic
asbestos and contaminants
working group to be formed
between Estates, HSW and
HAZMAT leads. In the meantime,
the SOP’s for Asbestos and
contaminants (SOP C15 and C02)
are being reviewed, this will cross
references to a new HSW SOP for
Asbestos
Work is underway to produce the
Asbestos Management Plan
following the recent removal works
Leadership Team considering
extension of AF&RS completion
deadline to 31/03/2021
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From examination of the policies and
procedures we noted that a number
were due for review and updating but
this had not happened. All of the policies
and procedures that were out of date
were less than one year out of date. We
were informed that this was due to staff
changes in the Health and Safety team
and time constraints on the current
department before the acquisition of
additional staff.

Health &
Safety
(Estates &
Equipment)

a) Once the new Health and
Safety Manager commences their
role, all out of dates health and
safety policies, SOPs and
guidance will be reviewed and
continue to be developed over the
next 18-24 months,
In Progress

From examination of the Policy
Monitoring Table, we confirmed that the
Health and safety welfare policy was
being monitored and that currently the
service was ‘tolerating’ the policy being
out of date, as the Health and Safety
Manager had confirmed changes to the
policy would only be minor. There is a
risk that without the policies and
procedures being reviewed within their
agreed review period, practices can
become outdated and may no longer
reflect good practice or updated
regulation / legislation or laws.
During the audit we also noted that
policies were held in different locations,
presenting a risk of staff not being
aware of or able to access policies. We
tend to see all policies held on an
intranet page so easily accessible to
staff.

HSW Manager

31/12/2021

Low
(a, b)

b) All H&S policies will be made
available to all staff via the HSW
webpages on the intranet so they
are all easily accessible from one
source.

Behind
schedule but
in progress

63

HSW Manager

30/04/2020

Completion date of 31/12/2019 did
not align with the action to develop
the policies, SOP's and Guidance
over 18-24 months. Extension of
the date to December 2021 to align
with the action.
The
HSW Manager has reviewed the
status of all guidance, policies and
SOP's. The HSW Policy was being
reviewed. Updating SOP's and
guidance which are outstanding is
a large amount of work and has not
yet been able to commence due to
vacancies within the team and lack
of capacity. The practitioner post
was filled in April, so this work has
begun.

All documents are on the staff
intranet however they are
sometimes difficult to locate. HSW
Manager working with Comms
Team to improve this as new
documents are uploaded. Ease of
location is being impacted because
it links to wider redevelopment of
the Service internet and intranet.
Leadership Team considering
extension of AF&RS completion
date 31/12/2020.
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Financial
Controls

Financial
Controls

Financial
Controls

We could not identify that Avon Fire are
provided with reporting on supplier
additions from BCC. Either as regular
management information or ad hoc
confirmations, in a format that would
allow AFRS to establish a control
framework to mitigate the risk of
unauthorised additions being made to
the database of suppliers, and the
continued use of approved suppliers.
However, without system generated
data we were unable to test the validity
of this claim, as we had no method to
independently verify additions made.
We concluded that Avon Fire had no
assurance mechanism in place to
ensure that additions to the supplier
database were accurate, timely and
genuine in nature.
We could not identify that Avon Fire are
provided with assurance on supplier
changes from BCC, whether as regular
management information or by request.
We concluded that currently Avon Fire
have no assurance over the control
framework applied by BCC around
whether changes made to its supplier
database are accurate, timely or
genuine. This significantly limits the
escalation path through the governance
structure to assure the Fire Authority
that this area of risk is being managed
effectively.

We will liaise with BCC to arrange
for monthly reporting to form part
of the SLA, which will include
reporting on supplier data such as
new suppliers and changes to
standing supplier data, which will
be reviewed on a monthly basis.

We concluded that while suitable
scrutiny had been applied to the
budgets planning process for the
financial year 2019/20, the historical
method of utilising budget holders to
manage spending was not in line with
good practice observed elsewhere.

A medium-term strategy will be
drafted to move towards devolved
cost centres and budgets. This
will form part of a review of the
future strategic direction and
financial system utilised by
AF&RS. During the roll out of the
strategy, budget holders / cost
centre managers will be provided
with training on their roles and
responsibilities, as well as be
provided with support from the
central finance function, through
business partnering roles.

Completion delayed but in
progress.

Medium

BCC will be requested to produce
the new system report of changes
made to supplier data on a
monthly basis. The AFRS
Finance team will undertake spot
checks of the reports as part of
the month end process to ensure
that changes made are genuine.

Medium

Medium

64

Behind
schedule but
in progress

Behind
schedule but
in progress

In Progress

Finance
Manager

31/03/2020

Information on changes to
suppliers (including additions) has
been requested from BCC and
provided for June. Discussions are
underway to agree for this report to
be provided on a monthly basis by
BCC to give AFRS assurance.
The requirement for these reports
is also included in AFRS’s
feedback on the draft SLA with
BCC. Leadership Team
considering extension of AF&RS
completion deadline to 30/09/2020.

Finance
Manager

31/03/2020

Completion delayed but in
progress. Information on changes
to suppliers (including additions)
has been requested from BCC and
provided for June. Discussions are
underway to agree for this report to
be provided on a monthly basis by
BCC to give AFRS assurance.
The requirement for these reports
is also included in AFRS’s
feedback on the draft SLA with
BCC. Leadership Team
considering extension of AF&RS
completion deadline to 30/09/2020.

Treasurer

31/03/2021

The new Treasurer has discussed
the introduction of devolved
budgets with SLB and SLT. This
strategic transformation will require
additional investment and the
finance function will need to be
restructured to successfully deliver
this programme and support the
business in the change. The CFO
and SLB have agreed additional
senior interim resources for finance
to begin this process.
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Financial
Controls

Financial
Controls

HR Absence
Management

From walk throughs of the process and
our testing, it is evident that the
Procurement and Supplies team are
acting as buyers for a range of budgets
outside of those directly related to their
day to day activities. This is a historic
arrangement due to previous duties of
the function.
We concluded that the historical
financial structure of Avon Fire was
limiting the ability to place accountability
for budgets in to a devolved structure.
However a short term solution would be
unlikely to be found to this, due to the
technical constraints in the design of the
Agresso system. Alongside the lack of
capability in existing resource to design
and implement such changes.
We concluded that payments to
suppliers were subject to manual data
entry which increases the likelihood of
keying errors, an additional
level of oversight that added little value
to the process and errors in standing
supplier data. We have not raised an
additional management action to
address the errors in supplier data as
this has been addressed in control 1.1.
Control 1 (Attendance Management
Policy) - The policy states that return to
work interviews are only mandatory
when a member of staff returns from an
absence period of more than four days.
Good practice would be for return to
work interviews (RtW) to be completed
when an employee returns from any
absence, regardless of duration. This
would provide the Service with more
data by which it could potentially identify
any issues / patterns in absence, in turn
reducing the frequency of absence. We
note that management is aware of this
issue and work is being done to
introduce mandatory RtW interviews for
all periods of absence.

As part of the overall financial
strategy review / transformation
(detailed in control 2.2), we will
also reconsider the number of
checks / approvals in the P2P
process to ensure efficiency but
retaining independence and
challenge in line with delegated
authority

As part of the wider
transformation piece, the Finance
team will investigate the cost,
benefit and risk of introducing a
scanning solution for purchase
invoices to be integrated in to
Agresso to improve the efficiency
of payment and reduce manual
intervention.
a) We will introduce mandatory
return to work interviews for all
absences, regardless of length
and will update the attendance
management policy to reflect
changes made and these
changes will be disseminated
throughout the Service.

See the update below on action to
move to devolved budgets. This will
be looked at as part of that wider
transformation programme.

Low

Low

In Progress

In Progress

Finance
Manager

Finance
Manager

31/03/2021

31/03/2021

The equipment to enable this
functionality
was
purchased
however there have been technical
challenges to get this integrated
into the Agresso system. We are
continuing to work with BCC to
resolve these issues.

This audit has only recently been
finalised, as such, updates have
not been sought. Note this
recommendation has 3
parts/actions.
Medium
(a, b, c)
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In Progress

HR Manager

31/10/2020
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HR Absence
Management

HR Absence
Management

Control 1 (Attendance Management
Policy)- Discussions with the HR
Manager revealed that a suite of training
is to be rolled out in the coming months,
providing training to managers on how
to conduct difficult conversations and
improving similar soft skills. Whilst this
suite of training will not include specific
RtW training, it is anticipated that the
training that is delivered will bring about
the necessary improvements required in
this area. However, we cannot provide
assurance that RtW interviews will be
completed in a more effective manner if
no specific RtW training is delivered. We
were however informed that all newly
promoted managers attend a
management development week, which
includes staff and attendance
management and how to discuss
absences, and ad hoc support is
available to managers from the HR
team.
Control 1 (Attendance Management
Policy)- based on the high levels of
sickness at the Service, it doesn't
appear that the BF to be an effective
tool for reducing absence levels at
AFRS. Good practice we have seen in
this area is therefore to have a more
flexible approach to monitoring shortterm absence and to review the trigger
points on a regular basis. This would
ensure that it falls in line with the
working practices of the Service, whilst
also effectively identifying staff members
that have high-levels of short-terms
absence and how this can be mitigated.

b) We will review whether we can
launch additional on-line training
toolkits for managers so that they
have the confidence to conduct
effective return to work
interviews, maximising the
possible benefit
we can derive from them.

This audit has only recently been
finalised, as such, updates have
not been sought.

In Progress

HR Manager

31/10/2020

c) We will adapt our approach to
absence trigger points so that it
provides a fair tool to measure
excessive sickness levels. This
will include consultation with SLB.

This audit has only recently been
finalised, as such, updates have
not been sought.

In Progress

66

HR Manager

31/10/2020
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HR Absence
Management

HR Absence
Management

HR Absence
Management

HR Absence
Management

Control 3 (Mental Health and Wellbeing
Action Plan) - Another issue flagged as
part of the cultural review was that 5%
of staff suggested they were subjected
to bullying or harassed in the
workplace......... Discussions with the
HR Manager revealed that work was
currently ongoing to revise the bullying
and harassment policy. This is being
done in conjunction with consultation
from the staff engagement network and
the Fire Brigade Union........ the revision
of the policy alone is unlikely to be
sufficient to address any concerns that
staff have in this area. Dissemination of
the contents of the new policy combined
with organisation-wide training and
communications on how to report
concerns would likely be more effective
than revision of the policy alone.
Control 3 (Mental Health and Wellbeing
Action Plan) - Work is already underway
to develop a number of videos to raise
awareness of issues with mental and
physical health and wellbeing in the
workplace. We were able to see
evidence of one staff video on AFRS’
intranet sharing their personal
experience of mental health. AFRS is
also working with the Fire Brigade Union
(FBU) and Staff Engagement Network
(SEN) to involve staff from across the
organisation.
Control 3 (Mental Health and Wellbeing
Action Plan) - We were informed by the
HR Manager that on finalising the action
plan, planned to be in April 2020, it will
be reported to SLT and updates will be
provided to report progress against it.
This will introduce accountability for
action owners and reduce the risk of
actions not being
completed.
Control 4 (Absence management
working group)
There are no terms of reference (ToR)
for the working group. We acknowledge,
from discussions with the HR Manager,

a) We will send out regular
communications to staff on
progress against the mental
health and wellbeing action plan.
These
communications will include the
work being done / information on
anti-bullying and harassment, and
reiteration of how staff can and
should report concerns.

b) We will continue to work with
the FBU and SEN to involve and
encourage staff to share their
stories and examples of
successfully dealing with mental
health and wellbeing struggles.

This audit has only recently been
finalised, as such, updates have
not been sought.
Note this recommendation has
three parts/actions.

In Progress

HR Manager

30/09/2020

Medium

This audit has only recently been
finalised, as such, updates have
not been sought.

(a, b, c)
In Progress

HR Manager

30/09/2020

c) We will update the SLT on
progress against the mental
health and wellbeing action plan
on a monthly basis.

This audit has only recently been
finalised, as such, updates have
not been sought.
In Progress

We will introduce a flexible
agenda for all absence
management working group
meetings to ensure discussion
around prevention, protection and

Low
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In Progress

HR Manager

HR Manager

30/09/2020

30/09/2020

This audit has only recently been
finalised, as such, updates have
not been sought.
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HR Absence
Management

that no ToR exist in an effort to reduce
the formality of the group. However, by
not having ToR or set agendas, there is
a risk that the initial and core objective
of the group is not achieved. The HR
Manager revealed that the main
objective of the group is to work to
implement the mental
health and wellbeing action plan and
reducing the levels of sickness levels
across the Service.
Control 5 (Impact on service delivery)
It is the monitoring of staffing levels of
all shifts through the resource planning
unit along with coordination of staff that
assures the Service that it has the
minimum number of required staff so as
not to impact on service delivery.
However, there is scope for greater
analysis to be undertaken to correlate
the two areas, such as overtime spend
as a consequence of sickness absence.
However, overtime payments are not
currently categorised and broken down
in to sickness cover and it is therefore
not possible to provide an accurate cost
for this. Work was being done in May
2020 by the finance department to
categorise overtime payments as it is
required by HMICFRS. There could also
be some form of monitoring of
prevention work undertaken versus
plans / targets.

response. This will not be formal
ToR in an effort to reduce the
formality of the group. However,
this will ensure that all meetings
have structure and attendees will
be reminded before each meeting
to prepare for discussions to
cover the three phases.

We will examine sickness
absence levels following
implementation and embedding of
the mental health and wellbeing
action plan. If the action plan has
not resulted in a significant
decrease in sickness levels,
management will consider if there
are any further metrics or
performance monitoring that
could be undertaken to identify
any trends in the impact of
sickness absence, including
overtime data being extracted for
HMICFRS.

This audit has only recently been
finalised, as such, updates have
not been sought.

Low
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In Progress

HR Manager

31/12/2020
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Appendix 4 - Summary of the progress made against management actions agreed by AGEC on 22 May 2020
External Audit Recommendations relating to the Public Assess Statement Sept 2018 (Deloitte and SWAP, Jan 2020)
The following table provides updates on the management actions agreed at the May 2020 AGEC meeting in response to the External
Auditors investigations into the concerns raised in a 2018 Public Access Statement.
Improvements Needed
1. Enhanced scrutiny and review of adjustments and additions to the
fixed asset register/RAM

Update 28/7/20
COMPLETE: A year-end review has taken place for the 2019/20 accounts where the
Finance Manager has reviewed invoices to record capital additions / enhancements and
scrutinised these with asset owners. This data has then been entered into the RAM
system.
As described above, the Finance Manager will introduce quarterly review meetings with
asset owners to increase controls of the fixed asset register additions and adjustments.

2. Review the reasonableness of the assumptions used in the
valuation of its fixed assets

COMPLETE: The Property Service Manager has reviewed the valuation reports from
external valuers in March 2020 and confirmed the assumptions are reasonable. This
information has been passed to finance and it will be included in the accounting papers for
the 2019/20 final accounts.

3. Review finance team

IN PROGRESS: The new Treasurer is working with the Director of Corporate Services to
review the Finance Team, taking into account the key issues raised in the Deloitte report
on the 2018/19 accounts, on lack of capacity and capability in the finance team. Interim
resources have been brought in, whilst the Treasurer and Director review a more
permanent team structure.
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Improvements Needed
4. We recommend that, based on the agreement provided within the
July 2018 General Purposes Committee, a written disposal policy is
produced and implemented, to ensure that the appliance disposal
process:
• is transparent
• is consistent
• has formal decision making and sign off processes
• has a process for valuing the appliance
• has clearly defined acceptable recipients
• can be evidenced
• is clearly understood by staff and members

Update 28/7/20
IN PROGRESS: the current disposal policy is included in the Financial Regulations. The
new Treasurer is leading a review of finance policies and procedures and this policy will
be completed as part of that exercise and combined with the wider work of the Head of
Procurement on an asset management policy.
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Deloitte Annual Report for 2018/19 (published May 2020)
Deloitte Findings (5/20)

Recommended actions

Update (28/7/20)

1. We identified a lack of capacity and
capability within the Finance team.

It is recommended that the Authority review the
capacity and capability of the finance team and
the support received from Bristol City Council.

IN PROGRESS: The new Treasurer is now in post and
is working with the Director of Corporate Services to
review the financial capacity with the organisation. Initial
findings from the Treasurer support the urgent need to
increase capacity within the Finance Team to provide
resilience, Business Partnering, Business Case financial
modelling and appraisal, Capital Accounting and to
enable the transition to Devolved Budgets over the next
6-9 months.
The Treasurer has recruited a finance interim to support
the Change Management agenda, from June 2020. This
interim will assess and project plan the required
development of the Finance Team, to help strengthen
resilience, to improve financial reporting and to develop
a project plan to move towards Devolved Budgets. This
work will include process mapping, reviewing policies
and procedures, enhancing sound systems of financial
control and supporting the team on addressing key
priorities, including outstanding audit recommendations.
The Treasurer has received approval from SLB and the
Fire Authority Chair to recruit a senior interim to support
the team on Business Partnering, Business Case
financial modelling and appraisal on finance business
partnering and Capital Accounting.
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Deloitte Findings (5/20)

Recommended actions

Update (28/7/20)

2. There is no review of journals as they are
posted. Although there is a review of the
management accounts, this does not mitigate
the risk that someone might be posting journals
to help them meet budget. All the control does
is investigate when someone isn't meeting
budget.
Therefore it is not designed effectively to
address the risk of management override of
controls.
Furthermore, there are no limits on the value of
journals posted by the finance team depending
on seniority.

It is recommended that journals are authorised
before being posted. Furthermore, the Authority
should introduce limits on the value of journals
posted by members of the finance team, linking
the access granted to role and seniority.

IN PROGRESS: The system has now been changed so
that the AFRS finance manager reviews journals made
by Bristol City Council.

3. For the completeness and cut off of
expenditure we identified a mixed control
environment with one control, in respect of
reviewing procurement purchase order reports
for goods received pre year end, but no invoice
recorded. Other processes identified by the
authority to support their budgetary control had
no review element- such as the discussion with
the budget holders for outstanding items of
expenditure to accrue. Furthermore we
identified a number of gaps where the control
environment could be strengthened - there are
no controls to review the value of accruals
made in the year or retrospectively review the
accruals made to ensure they were complete,
for example by review of post year-end
payments.

It is recommended that the Authority strengthens
its controls in this area, introducing a review of the
output of the finance manager’s discussion with
budget holders on outstanding items of
expenditure, a review of bank statements post
year end to identify any unrecorded liabilities, and
controls to review the value of accruals made in
the year and retrospectively review the accruals
when the invoice is received to ensure they were
complete.

To ensure this process is embedded, the requirement for
BCC to provide reports on journals has been included in
AFRS’s feedback on the draft SLA with BCC.
As part of the wider work described above to increase
capacity in the team, the limits for journals will be
reviewed.

Bank accounts were reviewed post 19/20 year end by
the Finance Manager. This review has been shared with
external auditors who have not raised concerns.
COMPLETE
Controls on accruals made in year has taken place in
finance and procurement. For 19/20 year end the
Finance Manager has added additional invoices to
accruals list and checked for missing invoices from
major suppliers. The Finance manager has also accrued
for corporate credit cards and expense claims. This
approach has been shared with external auditors who
have not raised concerns. COMPLETE
Finance manager discussions with budget holders on
outstanding items of expenditure have not yet been
reviewed. IN PROGRESS
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Deloitte Findings (5/20)

Recommended actions

Update (28/7/20)

4. There is no formal review by management of
the reasonableness of the assumptions used in
the valuations. Furthermore, there is no formal
response from the valuers that there is no
material movement in values of assets or
underlying assumptions between the valuation
date and the balance sheet date.

It is recommended that the Authority formally
review the reasonableness of the
assumptions used in the valuation of its fixed
assets and that this is documented in an
accounting paper. Furthermore, the Authority
should request a formal confirmation from their
valuers that there is no material movement in
values of assets or underlying assumptions
between the valuation date and the balance sheet
date.

COMPLETE: The Property Service Manager has
reviewed the valuation reports from external valuers in
March 2020 and confirmed the assumptions are
reasonable. This information has been passed to finance
and it will be included in the accounting papers for the
2019/20 final accounts.

5. We identified there were no effective review
controls in place over adjustments or additions
made to assets in the Fixed Asset Register.

It is recommended that the Authority introduce
review controls over the input
and adjustment of assets in the fixed asset
register.

IN PROGRESS: The Finance Manager will set up
quarterly meetings with asset owners to reconcile the
data in the different systems.
In the longer term the finance team will work with the
transformation team to investigate whether a single
asset management / tracking solution is appropriate.

6. The Finance Team had limited knowledge of
the RAM to enable them to answer our
questions in relation to the RAM system and
are reliant on consultants from RAM to resolve
any issues with the system.

It is recommended that the Authority provides
training on the RAM system to key members of
the finance team in how the system functions.

IN PROGRESS: AFRS has scheduled a contract review
meeting with Asset4000 in August to discuss this issue
and schedule training.

7. We have noted that BCC Payroll Teams and
BCC Cashiers having administrative accesses
in payroll system. Furthermore BCC Shared
Transactional Services (AR/AP) employees
having admin level privileges on Agresso.

Business users having access to administrative
privileges in the system constitutes a segregation
of duties conflict and may lead to manual controls
being overridden without detection. We therefore
recommend management restrict administrative
privileges to a limited number of IT Employees
only. We further recommend an additional check
to ensure the related inappropriate access was
not exploited during the period it was held.

IN PROGRESS: This issue has been flagged by AFRS
in our feedback to BCC on the draft SLA, in July 2020.
We are waiting for BCC’s response.
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As stated in the previous update, external valuers now
produce their report as at 31 March each year so there
is no issue of movements between report date and
balance sheet date.
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Deloitte Findings (5/20)

Recommended actions

Update (28/7/20)

8. Password history is not enabled on Agresso,
meaning that employees changing passwords
can use previous passwords.

The longer the same password is used for a
particular account, the greater the
chance that an attacker will be able to determine
the password through brute force attacks. If users
are required to change their password, but they
can reuse an old password, the effectiveness of a
good password policy is greatly reduced. We
recommend management to define password
history to prevent users using previous
passwords.

COMPLETE: This has been changed so previous
passwords cannot be used.

9. The current published MTFP does not
include sensitivity / scenario planning of future
funding and saving requirements, to provide
wider analysis of the potential impact of
different outcomes

It is recommended that the Authority completes
sensitivity and scenario analysis on its future
financial model.

IN PROGRESS: As previously reported work is in
progress on this by the Service Leadership Board and
this will be further supported as part of the review of the
finance team’s capacity at AFRS.

10. There was insufficient evidence to support
5 items of expenditure to conclude if the goods
or services were delivered in 2018/19.

It is recommended that the Authority retains
appropriate supporting evidence for the delivery of
goods and services provided around year end
(action for Procurement rather than Finance)

CLOSED: We have decided, due to Covid and that the
Auditors will not be coming in to check end year records
until Sept, to retain delivery notes from February this
year.
Our BAU process for delivery notes (at any time of year)
has not changed. We retain delivery notes for 3 months
and then delete them as the GRN, invoice and payments
should have been completed on Agresso by then

11. We identified that the workflow has been
established to allow the Financial Services
Team to raise an invoice without requiring
authorisation.

It is recommended that the Finance Manager
approves invoices raised by the Financial
Services Team Manager

IN PROGRESS: Request has been made for workflows
on the systems to be changed so the Finance Manager
approves invoices raised by Financial Services Team
Manager
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Internal Audit – Asset Management review (published Oct 2019)
Findings
(Asset Management review)
1. The knowledge of the wider-service and its
activities linked to asset management and
monitoring could be enhanced amongst those
with responsibility for ensuring the data within
Asset4000 is up to date and accurate

Action Required

Update (28/7/20)

The use of business partnering roles in the
finance team will be investigated, whereby
Finance staff liaise with the budget holders /
assigned asset owners periodically and
specifically at year end, to run through the asset
register and ensure appropriate treatment of
operational assets.

IN PROGRESS: The new Treasurer has discussed the
introduction of business partnering for both revenue and
capital budgets with SLB & SLT. This strategic
transformation will require additional permanent
investment, as there is a lack of capacity within the
current finance team. As such, the Board Chair & the
CFO have agreed additional interim financial resources
and the Treasurer, working with the Director of
Corporate Services. The finance function will need to be
restructured to successfully deliver this significant
change programme.

2. The three asset management systems,
Asset4000, Hardcat and Tranman do not
interface, nor are there controls in place to
reconcile additions, disposals or amendments
between the three systems

A reconciliation will be established to reconcile
information in all asset / inventory tracking
software and asset management systems in use
at the Service to ensure the systems accurately
reflect the current asset position.
The Service should investigate the migration to a
single asset management / tracking software.

IN PROGRESS: The Finance Manager will update the
asset systems on a quarterly basis and reconcile
additions, disposals and amendments between the
systems.
The Finance Manager will set up quarterly meetings,
from August, with asset owners to reconcile the data in
the different systems.
In the longer term the finance team will work with the
transformation team to investigate whether a single
asset management / tracking solution is appropriate.

3. There was no scrutiny or review of the
working papers or planned journals and
adjustments to be made by the outsourced
finance function at the Council

The planned adjustments to the revaluation
reserve, associated accounts and supporting
workings should be reviewed by a member of the
Finance Team (with appropriate knowledge and
expertise).
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COMPLETE: The system has now been changed so that
the AFRS Finance Manager reviews journals made by
Bristol City Council.
To ensure this process is embedded, the requirement for
BCC to provide reports on journals has been included in
AFRS’s feedback on the draft SLA with BCC, in July.
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Findings
(Asset Management review)
4. The outsourced finance function does not
have access to Asset4000

Action Required

Update (28/7/20)

The outsourced finance function at Bristol City
Council should be given read-only access to
Asset4000 to investigate any queries.

IN PROGRESS: AFRS has scheduled a contract review
meeting with Asset4000 in August to discuss this issue.

5. The current version of Asset4000 in use is
not the most up to date version available.
Updates are not provided or notified to users of
the software at the time of release by Real
Asset Management (RAM).

Given the use of Asset4000 is not common
practice across our emergency services client
base, the Service should investigate if the ongoing
use of Asset4000 is the most effective method of
managing its fixed asset reporting requirements.

IN PROGRESS: AFRS has scheduled a contract review
meeting with Asset4000 in August to discuss the issue
with versions and updates. A wider review of the
ongoing use of Asset4000 will be conducted by the
Transformation team in financial year 2020/21 in
conjunction with the finance team.

The contract with RAM should be reviewed to
ensure that all support being contractually paid for
is provided.

IN PROGRESS: AFRS has scheduled a contract review
meeting with Asset4000 in August to discuss this issue.
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AVON FIRE AUTHORITY

10

MEETING:

Audit Governance and Ethics Committee

MEETING DATE:

13 August 2020

REPORT OF:

Chief Fire Officer

SUBJECT:

Internal Audit - Human Resources and Follow Up Audit
Findings and Annual Internal Audit Report 2019/20

1.

SUMMARY
Following the completion of the Human Resources (absence management
audit) at Appendix 1 and the Follow Up audit at Appendix 2, the Head of
Internal Audit has concluded that, for the 12 months ending 31 March 2020,
Avon Fire and Rescue Service (AF&RS) has an adequate and effective
framework for risk management, governance and internal control (Annual
Audit Report 2019/20 at Appendix 3). The Annual Internal Audit Report
supports the Fire Authority’s Annual Governance Statement (AGS).

2.

RECOMMENDATIONS
The Committee is asked to:
(a) Consider the Human Resources (absence management) audit findings
(Appendix 1) and conclusion on page 3 of this report and agree the findings.
(b) Review and agree the Human Resources (absence management) actions
(Appendix 1).
(c) Consider the Follow Up audit findings (Appendix 2) and conclusion on page
2 of this report and agree the findings.
(d) Consider the Annual Internal Audit report 2019/20 (Appendix 3) and note the
Head of Internal Audit opinion on page 2 of this report.

3.

BACKGROUND

3.1.

In accordance with Public Sector Internal Audit Standards (PSIAS), the Head
of Internal Audit is required to provide an annual opinion, based upon and
limited to the work performed and on the overall adequacy and effectiveness
of the organisation’s risk management, control and governance processes.
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3.2.

Internal Audit has undertaken four audit assignments and one advisory review
during the year 2019/20. The resulting formal assurance opinions are
detailed below:

•

Health & Safety/H&S (Estates and Equipment) – Reasonable
Assurance
Key Financial Controls – Partial Assurance
Human Resources/HR (Absence Management) – Reasonable
Assurance
Follow Up – Reasonable Assurance

•

Real Asset Management System – Advisory only.

•
•
•

3.3.

The review of the Real Asset Management System was carried out at the
request of AF&RS and was for advisory purposes only and did not form part
of the overall assurance opinion. However Internal Audit provided advice on
five areas for improvement which are captured and reported on as part of the
monitor on Internal Audit actions (item 9 of the Committee agenda).

3.4.

On the four assurance audits management actions were recommended with
the following levels of priority:
•

H&S – 1 x Low, 5 x Medium (previously reported)

•

Key Financial Controls – 3 x Low, 3 x Medium (previously reported)

•

HR - 2 x Low, 2 x Medium (report attached for information)

•

Follow Up – no additional actions were issued.

Human Resources – Absence Management Audit
3.5.

The executive summary of the HR – absence management audit report (page
2 and 3 of Appendix 1) concludes that the Authority can take reasonable
assurance that the controls upon which the organisation relies to manage this
area are suitably designed and consistently applied.

3.6.

The report indicates that, while there are gaps in the current control
framework and non-compliance in some areas by line managers, the Service
Leadership Board and Team are aware of these issues and the majority of
recommendations are already planned, or in progress, through the Service’s
three year sickness improvement strategy and action plan. The report also
indicates there are now positive signs regarding the impact of this strategy
(which particularly focuses on mental health and wellbeing) on sickness
absence rates.
The Service’s performance on sickness absence is
monitored by the Performance, Review and Scrutiny Committee.
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Internal Audit Follow Up
3.7.

In regard to the Follow Up audit for audit year 2018/19, Internal Audit confirm
that reasonable progress has been made in fully implementing the
recommended management actions (page 2 of Appendix 2). They also
confirm that all high priority management actions raised in 2018/19 have been
fully implemented.
Further details of the 2018/19 actions completed,
superseded and completed are set out in the report at Appendix 2.

3.8.

In response to the conclusions on page 2 of the report (Appendix 2) progress
towards the management actions from both the 2018/19 and 2019/20 are
reported to this Committee at agenda item 9. The report at agenda item 9
also reflects the conclusions of Internal Audit with reference to the high
priority and medium actions marked complete and in progress for audit year
2018/19. For actions categorised as `low’ internal audit have reviewed and
accepted management’s assurance regarding their implementation.

Annual Internal Audit Report 2019/20 and assurance rating
3.9.

For the 12 month period ending 31 March 2020 the Head of Internal Audit
gave the following audit opinion (page 2 of Appendix 3):
‘The organisation has an adequate and effective framework for risk
management, governance and internal control. However, our work
has identified further enhancements to the framework of risk
management, governance and internal control to ensure that it
remains adequate and effective’

3.10. The scope of this audit opinion is set out on page 2 of the report and the
factors and findings which informed their opinion are set out on page 3 of the
report.
3.11. Internal Audit highlight (pages 3 and 10 of the report) that, while the overall
audit opinion is reasonable assurance, a partial assurance opinion was given
for one audit (Key Financial Controls) during 2019/20. The Committee has
previously considered the outcomes of this audit and noted the management
actions which are in place and progressing. There were no high priority
actions in respect of this audit.
3.12. Due to in year priorities and the emergency procedures adopted in March
2020 in response to the Covid-19 outbreak, internal audit were unable to
complete the agreed Audit Plan for 2019/20. The last audit scheduled
(business continuity) couldn’t proceed due to Covid-19. Therefore their
opinion is limited to the specific areas reviewed and detailed with the Annual
Report 2019/20 (Appendix 3).
The business continuity audit has been
rescheduled to take place in this audit year.
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4.

CONSIDERATIONS

4.1.

Contribution to Key Policy Priorities
Internal Audit helps the Fire Authority accomplish its objectives by bringing a
systematic, disciplined approach to evaluating, reporting on and
recommending improvements where necessary to secure effective internal
control, risk management and governance arrangements.

4.2.

Financial Implications
No direct implications, however appropriate arrangements for internal control,
risk management and governance assist in ensuring value for money in the
achievement of the Fire Authority’s objectives.

4.3.

Legal Implications
The provision of an Internal Audit function that operates in accordance with
Public Sector Internal Audit Standards (PSIAS) is a statutory requirement, the
audit also reduces the risk of successful legal challenges.

4.4.

Equality & Diversity Implications
None.

4.5.

Corporate Risk Assessment
The work of Internal Audit minimises the risk of failures in the Fire Authority’s
internal control, risk management and governance arrangements, reduces
fraud and other losses and increases the potential for prevention and
detection of such issues.

4.6.

Environmental/Sustainability Implications
None.

4.7.

Health & Safety Implications
None.

4.8.

Crime & Disorder Implications
None.

80

5.

BACKGROUND PAPERS
a)
b)

6.

APPENDIX
1.
2.
3.

7.

Internal Audit Plan 2019/20
Internal Audit Reports presented to the Committee during 2019/20

Human Resources (Absence Management) Audit Report – issued 29
July 2020
Internal Audit Follow Up Report – issued 10 July 2020
Annual Internal Audit Report 2019/20 – issued 20 July 2020

REPORT CONTACT
Jane Williams-Lock – Corporate Assurance Manager
Mark Jones – Head of Internal Audit, RSM Risk Assurance Services LLP
Victoria Gould – Audit Manager, RSM Risk Assurance Services LLP
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APPENDIX 1

AVON FIRE AND RESCUE SERVICE
Human Resources – Absence Management
Internal audit report: 4.19/20
Revised Final 3
29 July 2020
This report is solely for the use of the persons to whom it is addressed.
To the fullest extent permitted by law, RSM Risk Assurance Services LLP
will accept no responsibility or liability in respect of this report to any other party.
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EXECUTIVE SUMMARY
Background

Conclusion

This audit was completed as part of the approved internal audit plan for
Avon Fire and Rescue Service for 2019/20.

Management are aware of the current gaps within the current control
framework. Work is planned to reduce the risks in these areas, which we
have evidenced to be underway in the majority of areas for improvement.
This work should support the aim to reduce sickness absence levels
across the organisation when fully embedded, however, at the point of
fieldwork we were not yet able to see the impact of this work, with
December 2019 seeing the highest level of sickness with 844 days lost.
There has been a particular focus on mental health and wellbeing in an
effort to combat high levels of long-term sickness in this area.

The audit focused on the proactive steps being taken by the Service to
reduce sickness absence levels and how it is working to improve the
general wellbeing and mental health of its 835 staff. This is in response to
high-levels of both long and short-term sickness across the Service.
Absence levels in December 2019 were the highest in eight years with a
total of 844 days / shifts lost. Long-term sick accounted for 78 per cent of
this December total.

Our testing confirmed issues of non-compliance, which management
informed us they were aware of at the time of our audit, that need to be
addressed regarding short-term sickness. In particular, where there is a
lack of completed sick notes / self-certifications and return to work
interviews by line managers.

In recent months, there has been a particular focus on completing work to
improve mental health and wellbeing within the Service. This is the highest
cause of total sick days lost for the financial year to date (31 December
2019) with 3,786 days lost.
During this audit, we examined the Service's organisational action plan,
which includes proactive measures to prevent sickness absence and
benchmarked this against good practice seen across our client base.

Updates provided to us in May 2020 revealed that of the four actions
agreed, one had been completed and two further actions were either in
progress and / or had been partially implemented. Sickness absence data
showed a reduction in April 2020 with 506.5 shifts lost to sickness
absence (this data excludes Covid-19 related absence). This shows an
improvement on the data to December 2019, and when compared to the
month of April for the past two years, this shows a further decrease in
sickness absence rates. This is partly due of a number of long-term
absence cases resulting in ill health retirement, as well as the impact of
many of the wellbeing initiatives that have been introduced. We would
hope to see this improvement continue to confirm the impact of the
improvement actions undertaken.

We also used our data analytics software to analyse 100 per cent of
sickness data for the financial year to date (31 December 2019). The
findings of this analysis are discussed in detail beginning on page 15 and
the results in full are included in Appendix B. The total number of shifts
lost for the financial year to 31 December 2019 for all staff at the Service
was 5,840.
The most recent benchmarking figures available across the fire service
(April to September 2019) list AFRS as the fifth-highest (of 39 services) for
percentage of total working days lost to sickness per wholetime firefighter
(5.83 per cent), eighth-highest (of 31 services) for fire control operators
(9.23 per cent) and 11th-highest (of 31 services) for support staff (3.55 per
cent).

2
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policy, and the mental health and wellbeing and trauma risk
management (TRiM) standard operating procedures (SOPs).

Internal audit opinion:
Taking account of the issues
identified, the Fire Authority
can take reasonable
assurance that the controls
upon which the organisation
relies to manage this area
are suitably designed,
consistently applied.

The above aligns with the significant work carried out by the
health and safety team around mental health and wellbeing.
This includes ongoing support for the charity Mind's Blue Light
programme, awareness raising of Red Poppy counselling
services and embedding of an expanded TRiM programme.
Examination of the absence management policy and of working
practices revealed that return to work interviews are currently
only mandatory for absence periods greater than four days.
However, this contradicts the Service’s use of the Bradford
Factor for monitoring sickness absence, which uses the theory
that multiple short-term absence has a greater impact on
operations. Regular / patterned short-term absence (fewer than
four days) are those which require more management
intervention from employers and RtW interviews are an effective
way to ascertain the root cause of the absences and help to
reduce them. We have agreed a management action to address
this. We also note that management intend to introduce
mandatory RtW interviews for all absence periods, regardless of
length, which we support.

However, we have identified
issues that that need to be
addressed in order to ensure
that the control framework is
effective in managing this
area and further reducing
sickness absence levels.

Key findings
Data analysis was provided by the HR team on sickness
absence, which revealed that for operational staff, the top three
reasons for total shifts lost were: musculo-skeletal (1979.5
shifts) mental health (1829.5 shifts); and cancer (371). This
analysis work is undertaken and reported on a quarterly basis
so that the HR team can monitor trends and appropriately
address any issues.

For the financial year to 31 December 2019, 22 per cent of
closed absences greater than four days, did not have
completed return to work (RtW) interviews. If RtW interviews
aren't completed, there is a risk that line managers are not
effectively managing staff absence or supporting the individual
to return to work and identify any action required to ensure they
are able to stay in work. There is also the risk of increased
absence if there is a perception that it is not actively monitored.

Work is currently underway to combat high levels of long-term
sick levels caused by poor mental health and wellbeing. This
work includes the finalisation and embedding of a mental health
and wellbeing action plan, updates to the absence management

Data analytics revealed that the third-highest cause for total
shifts lost for operational staff was that no reason had been
given.
3
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If no reason is given for absence, there is a risk that the Service
cannot be assured that the absence was legitimate and what
duty of care responsibilities it may have to the returning
employee to carry out their duties safely. Management are
introducing an electronic self-certification form to attempt to
reduce this risk and ensure higher levels of compliance.

sickness absence. The Service could also look further into how
it is monitoring, for example, ability to complete target / planned
prevention work and whether this is impacted by sickness
absence.
If analysis of this type was undertaken, the Service would be
able to target the stations with the highest level of overtime
spend as a consequence of sickness and provide additional
training or support, as required.

The mental health and wellbeing action plan is an example of
an enhanced control implemented to manage materialised risks.
This is an area with the greatest number of sick days lost for the
Service. Therefore, by creating an action plan, that is to be
shared with SLT and the Fire Authority, this provides
accountability for the actions within it, with set deadlines to
encourage completion. This is an area that could be
strengthened further, however, by sending out regular
communications to all staff to inform them the work being
completed, which could reduce the risk of staff feeling
disengaged from the process. This in turn would encourage a
culture where there is no stigma attached to mental health,
potentially reducing the levels of absence attributable to it.
We evidenced examples of work being done to change the
culture and reduce any stigmas associated with mental health.
These included videos from staff members sharing their own
experiences and increasing awareness of the Service’s
counselling service.
We examined the minutes of meetings and committees where
the Service’s own sickness data analysis is shared. We were
able to evidence that there is analysis completed on frontline
service delivery and absences, such as number of shifts
appropriately rostered as a consequence of sickness absence.
Overtime payments are not categorised and broken down into
sickness cover, therefore it is not possible to provide an
accurate cost of overtime payments as a consequence of

4
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DETAILED FINDINGS AND ACTIONS
Area: Attendance management policy

Assessment

Control 1

Design

The Service has an attendance management policy which has been designed to support staff in identifying
attendance issues as they arise and to assist in addressing any underlying causes in a staged and structured
way. The Policy applies to all levels of staff including management. It includes information around: impact of
poor attendance; responsibility for line managers and employees; sickness / absence reporting procedures;
measuring / monitoring short and long-terms absences; and managing unsatisfactory levels of attendance.

Compliance


N/a

Two appendices to the policy provide guidance on: the specifics of sickness absence reporting procedures for
both employees and line managers; and management guidelines for managing unsatisfactory levels of
attendance.
The policy is available for all staff on the intranet.
As a way of monitoring and analysing frequent short-term absences, the Service currently uses the Bradford
Factor (BF). This is a formula that award points in a weighted way that emphasises spells of absence and is a
widely accepted tool for monitoring sickness absence. The Bradford Factor uses the theory that a lot of shortterm illness have a greater impact on operations.
Findings /
Implications

Examination of the policy revealed it to not be suitably designed when benchmarked against other similar policies across our client base.
The policy does include relevant information for staff around expected areas of absence, how sickness levels are monitored and the
impact of poor attendance. The policy also adequately describes the reporting procedures that are in place and the responsibilities of staff
and line managers.
However, the policy states that return to work interviews are only mandatory when a member of staff returns from an absence period of
more than four days. Good practice would be for return to work interviews (RtW) to be completed when an employee returns from any
absence, regardless of duration. This would provide the Service with more data by which it could potentially identify any issues / patterns
in absence, in turn reducing the frequency of absence. We note that management is aware of this issue and work is being done to
introduce mandatory RtW interviews for all periods of absence.
Discussions with the HR Manager revealed that specific training has been provided to managers in previous years for how to conduct
return to work interviews. However, we were unable to evidence who had attended these training sessions and how this had been
monitored by the Service. If line managers do not receive training in how to conduct return to work interviews, there is a risk that they
won’t be affecting in managing and reducing sickness absence. We were informed by the HR Manager that a lack of detail / meaningful
information is currently an issue with completed RtW interviews, and this was backed up by our testing, where five out of a sample of 20
closed short-term (but over four days) absences lacked appropriate detail within the completed interviews.
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Additionally, two of our sample had no completed return to work interviews. A focus on training in this area would likely yield more
beneficial / useable information from the interviews for the Service, which in turn, would provide more focus on areas that the Service
could focus on to reduce absence.
Discussions with the HR Manager revealed that a suite of training is to be rolled out in the coming months, providing training to managers
on how to conduct difficult conversations and improving similar soft skills. Whilst this suite of training will not include specific RtW training,
it is anticipated that the training that is delivered will bring about the necessary improvements required in this area. However, we cannot
provide assurance that RtW interviews will be completed in a more effective manner if no specific RtW training is delivered. We were
however informed that all newly promoted managers attend a management development week, which includes staff and attendance
management and how to discuss absences, and ad hoc support is available to managers from the HR team.
Whilst the use of the Bradford Factor is widely accepted, we have seen evidence of feedback sought from staff who believe it to be too
punitive and restrictive as a way of measuring sickness. The use of the Bradford Factor may therefore be demotivating for staff as it may
be seen as unfair. This could increase the risk of staff suffering from work-related stress and / or mental health problems and therefore
increase the amount of frequent short-term absences. It also does not align to the current process of not undertaking RtW interviews for
short term absence. If embedded, the greater focus on RtW for all absences, regardless of length would be a more effective tool in
combating against these issues.
Additionally, based on the high levels of sickness at the Service, it doesn't appear that the BF to be an effective tool for reducing absence
levels at AFRS. Good practice we have seen in this area is therefore to have a more flexible approach to monitoring short-term absence
and to review the trigger points on a regular basis. This would ensure that it falls in line with the working practices of the Service, whilst
also effectively identifying staff members that have high-levels of short-terms absence and how this can be mitigated.
We note that weaknesses within the policy are recognised by AFRS and that it is anticipated that a revised policy will be issued later in
2020. This coincides with the imminent introduction of: return to work interviews after every absence (regardless of length); improving the
sickness self-certification reporting with the introduction of electronic forms, alongside communications to staff informing them of the
change; and a greater focus in addressing the employees who appear the most on the BF score lists.
Management
Action

a) We will introduce mandatory return to work interviews for all
absences, regardless of length and will update the attendance
management policy to reflect changes made and these changes
will be disseminated throughout the Service.

Responsible owner

Date

Priority

HR Manager

31 October
2020

Medium

b) We will review whether we can launch additional on-line training
toolkits for managers so that they have the confidence to conduct
effective return to work interviews, maximising the possible benefit
we can derive from them.
c) We will adapt our approach to absence trigger points so that it
provides a fair tool to measure excessive sickness levels. This will
include consultation with SLB.
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Area: Welfare provisions

Assessment

Control 2

Design



Compliance



The Service has (amongst others) two standard operating procedures (SOPs) that are of relevance to the
work currently being done around wellbeing and mental health. They are SOP15 mental health and wellbeing
in work and SOP20 trauma risk management (TRiM). Both documents provide guidance and direction for
staff on relevant aspects of the Service's mental health and TRiM provisions.
This includes responsibilities for staff and line managers; reducing risks; what to do if experiencing mental illhealth; return to work; an explanation of the TRiM process; and TRiM training, support and information.
The SOPs are available for all staff on the intranet.

Findings /
Implications

We examined both SOPs and confirmed that they contained all expected and relevant information when benchmarked against those seen
at other organisations. Both were suitably clear and adequately described what processes are available for staff. Walkthrough of current
working practices with the HR Manager and Health, Safety, Welfare, Wellbeing and Fitness Manager revealed these to be in line with
those detailed in the SOPs. The HR Manager meets on a regular basis with the Fire Brigade Union who fed into the development of the
SOPs
Through consideration of these current welfare procedures that are in place and benchmarking against other clients, we can confirm them
to be adequately designed. They provide the Service with a suitable control framework for dealing with mental health and wellbeing issues
and trauma risk management.
Discussions with the Health, Safety, Welfare, Wellbeing and Fitness Manager revealed that both SOPs were also in the process of being
revised, at the time of our audit. This is to ensure that they are in in line with the changes / improvements that are being introduced across
the Service, as discussed in control one.

Management
Action

None.
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Area: Mental health and wellbeing action plan

Assessment

Control 3

Design



Compliance



The Service is currently in the stages of finalising its mental health and wellbeing action plan. The plan is
being developed as a response to a number of factors. Predominantly these are, the Service’s own analysis
of its absence levels due to mental health, the absence levels relative to other fire services and feedback from
staff through staff surveys. The plan provides background and context on mental health both generally and
from an AFRS perspective as well as how AFRS will monitor success in this area in the future.
The action plan has been developed in response to high levels of sickness absence, alongside the results of
an external cultural review in April 2018. This review identified that staff felt that there was a lack of welfare
support and that there needed to be a greater focus on mental health and wellbeing.
The action plan itself is divided in to three sections: prevention; protection and response. Within each section
is a risk, the action to be taken, the deadline for completion and a responsible owner. There are 33 risks in
total.
Additionally, there is an annex to the action plan that is divided into the same three phases: prevention;
protection and response. The prevention phase is the first phase and was introduced in June 2019, to be
completed in summer 2020. The second phase, protection is to begin following completion of the prevention
phase and the final phase, response to be done following completion of the protection phase, with duration to
be confirmed. Each phase has a detailed list of all work that has been completed (in the case of prevention
only) and work to be completed.

Findings /
Implications

This is an example of an adequately designed control as it provides management with accountability for the actions that are necessary to
address the root cause and reduce the risk of prolonged staff absence due to mental health. Examination of the actions within the plan
revealed these to be reasonable and achievable within a realistic time frame, whilst also addressing the root cause of the issues.
The HR Manager mentioned that the action plan has not been benchmarked against other fire services to determine if AFRS is aligned in
its approach to management and support for mental wellbeing. This is something that AFRS could consider, which could provide it with
elements of good practice to consider.
Another issue flagged as part of the cultural review was that 5% of staff suggested they were subjected to bullying or harassed in the
workplace. This is likely to cause an increase in stress to employees potentially raising the probability of them being absent. Discussions
with the HR Manager revealed that work was currently ongoing to revise the bullying and harassment policy. This is being done in
conjunction with consultation from the staff engagement network and the Fire Brigade Union. We confirmed that at the time of our audit,
there were five people on long-term sick relating to bullying and / or harassment. This is equal to 0.75% of all staff at AFRS. We note that
the figure of less than 1% of staff is relatively low and that the policy is being revised. However, the revision of the policy alone is unlikely
to be sufficient to address any concerns that staff have in this area. Dissemination of the contents of the new policy combined with
organisation-wide training and communications on how to report concerns would likely be more effective than revision of the policy alone.
We note the extensive work that has been carried out by the Service in its attempts to reduce the number of days lost to ill-mental health.
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This work includes, but is not limited to: training Blue Light Champions, which is a programme by the mental health charity Mind that trains
employees or volunteers in the emergency services, to take action in the workplace to raise awareness of mental health problems;
embedding TRiM to help staff deal with traumatic events and prevent PTSD; and awareness raising of Red Poppy workplace counselling.
We also note from discussions with the HR Manager that they meet with union representatives on a monthly basis. The action plan is
discussed during these meetings, which allows for external advice on the contents of the plan.
We evidenced communications sent out by the Chief Fire Officer to all staff regarding sickness absence levels and what processes are in
place to try and combat absence. Staff feedback was sought and collated based on the communication and was discussed at the
attendance management working group (discussed in more detail in control 4 below). This demonstrates good practice by the Service
through listening to its staff and being proactive in responding to the concerns of staff and using this to shape and tailor the action plan
specifically for the organisation. Work is already underway to develop a number of videos to raise awareness of issues with mental and
physical health and wellbeing in the workplace. We were able to see evidence of one staff video on AFRS’ intranet sharing their personal
experience of mental health. AFRS is also working with the Fire Brigade Union (FBU) and Staff Engagement Network (SEN) to involve
staff from across the organisation.
Good practice, we have seen across out client base is to perform anonymous annual wellbeing and welfare surveys. By performing an
annual review, this would enable management to review how the work being done as part of the action plan was having an impact and
being perceived by staff and would also allow for lessons learned exercises to take place.
We were informed by the HR Manager that on finalising the action plan, planned to be in April 2020, it will be reported to SLT and updates
will be provided to report progress against it. This will introduce accountability for action owners and reduce the risk of actions not being
completed.
Since the conclusion of the audit, we have been provided with evidence that regular communications have been sent to all staff on welfare
and mental health linked to the Covid-19 pandemic. Discussions with FBU and SEN commenced on welfare support and sharing good
news stories but again this work has not progressed due to Covid-19. SLT continued to discuss absence and welfare at its virtual April
2020 meeting.
Management
Action

a) We will send out regular communications to staff on progress
against the mental health and wellbeing action plan. These
communications will include the work being done / information on
anti-bullying and harassment, and reiteration of how staff can and
should report concerns.

Responsible owner

Date

Priority

HR Manager

Complete

Medium

b) We will continue to work with the FBU and SEN to involve and
encourage staff to share their stories and examples of successfully
dealing with mental health and wellbeing struggles.

In progress

c) We will update the SLT on progress against the mental health
and wellbeing action plan on a monthly basis.

30 September
2020
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Area: Absence management working group

Assessment

Control 4

Design



Compliance



Findings /
Implications

An absence management working group was set up in September 2019, in response to the high levels of
sickness absence. Representatives from the following departments attend the meetings: HR; health and
safety; performance; resource planning; communications; operational response and staff engagement
network representatives. Items discussed include long-term sickness cases, ill-health retirements; actions and
updates from previous meetings and the mental health and wellbeing sickness action plan.

Having a working group in place is an example of suitable control design. This allows all relevant departments / stakeholders to come
together to discuss actions that can be implemented in an attempt to reduce absence levels. This also ensures accountability for
department heads and therefore increases the likelihood of actions being completed. At the time of our audit, the working group had met
on two occasions; September and December 2019. No minutes had been taken of the meetings; however we were able to see evidence
of the actions discussed from the September meeting that had been circulated prior to the December meeting. These notes confirmed that
there had been a suitable discussion of relevant topics with actions agreed for future meetings. As no actions had been agreed in the
September meeting and there had been no meetings since December 2019 at the time of our audit, we could not confirm that actions
were being implemented.
There are no terms of reference (ToR) for the working group. We acknowledge, from discussions with the HR Manager, that no ToR exist
in an effort to reduce the formality of the group. However, by not having ToR or set agendas, there is a risk that the initial and core
objective of the group is not achieved. The HR Manager revealed that the main objective of the group is to work to implement the mental
health and wellbeing action plan and reducing the levels of sickness levels across the Service.

Management
Action

We will introduce a flexible agenda for all absence management
working group meetings to ensure discussion around prevention,
protection and response. This will not be formal ToR in an effort to
reduce the formality of the group. However, this will ensure that all
meetings have structure and attendees will be reminded before
each meeting to prepare for discussions to cover the three
phases.
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Responsible owner

Date

Priority

HR Manager

30 September
2020

Low
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Area: Impact on service delivery

Assessment

Control 5

Design



Compliance



When an operational member of staff anticipates missing a shift due to illness, they must call their line
manager who in turn informs the resource planning unit (RPU). The RPU then update the staff record and
review the current staffing levels and whether staff need to be called in from other stations or whether
overtime is required.
Data on anticipated and actual staffing levels for both day and night shifts are maintained by the Corporate
Performance Manager, Corporate Services. This forms part of a suite of data analysis that is completed and
reported to SLT, the Performance Review and Scrutiny Committee (PRSC) and absence management
working group.
The analysis includes monitoring sickness levels throughout the Service, broken down by station and various
performance metrics of incidents attended such as deliberate vehicle fires and automatic fire alarms.
There are a number of measures in place to mitigate against sickness impacting on service delivery. These
include reducing crew size from five to four; overtime for staff not scheduled to be in work and ensuring that
day staff retain their operational competence so they can ride appliances as needed.

Findings /
Implications

Through discussion and walkthrough with the RPU of the processes in place for mitigation against any impact to frontline service delivery
due to sickness, we confirmed the controls in place to be suitably designed.
Through our examination of SLT and PRSC minutes, we were able to see evidence of data analysis being reported that correlates service
delivery and sickness levels, the main example of which, is the number of stations staffed as anticipated. The most recent figures
available at the time of our audit for December 2019 revealed that 11 of 62 shifts had the anticipated numbers of required operational
staff. Discussions with the resource planning unit revealed that there are a number of measures in place to reduce the risk of having to
take appliances off the run. These include reducing the crew from five to four (which is sufficient to safely run an appliance); overtime,
recall to duty, ensuring relevant day staff retain their operational competence so they can ride appliances as needed; and cancelling
training, where required. The use of day staff to mitigate the use of overtime payments is a tool that was being used successfully during
the Covid-19 pandemic. It is the monitoring of staffing levels of all shifts through the resource planning unit along with coordination of staff
that assures the Service that it has the minimum number of required staff so as not to impact on service delivery.
However, there is scope for greater analysis to be undertaken to correlate the two areas, such as overtime spend as a consequence of
sickness absence. However, overtime payments are not currently categorised and broken down in to sickness cover and it is therefore not
possible to provide an accurate cost for this. Work was being done in May 2020 by the finance department to categorise overtime
payments as it is required by HMICFRS. There could also be some form of monitoring of prevention work undertaken versus plans /
targets.
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Management
Action

We will examine sickness absence levels following implementation
and embedding of the mental health and wellbeing action plan. If
the action plan has not resulted in a significant decrease in
sickness levels, management will consider if there are any further
metrics or performance monitoring that could be undertaken to
identify any trends in the impact of sickness absence, including
overtime data being extracted for HMICFRS.

Responsible owner

Date

Priority

HR Manager

31 December
2020

Low

Area: Reporting to SLT, SLB and the FA

Assessment

Control 6

Design



Compliance



Sickness and absence management is a standing item on the agenda of the monthly SLT meetings. This is
discussed as part of the corporate services update section. A performance report is also presented by the
Corporate Performance Manager, which provides detail on sickness levels for that month.
The Senior Leadership Board (SLB), who also meet monthly do not receive regular updates on the sickness /
absence management position, this is due to all members of SLB being members of SLT and therefore
received updates through this forum. This ensures no duplication of effort.
The Performance Review and Scrutiny Committee (PRSC) is a sub-committee of the Fire Authority. The
committee meets on a quarterly basis and updates and provided to it by the HR Manager and Corporate
Performance Manager. Updates include a quarterly performance report by the Corporate Performance
Manager as well as more in-depth updates from the HR Manager, when necessary.

Findings /
Implications

Through examination of minutes we were able to see evidence of a monthly discussion on sickness absence at SLT meetings. We were
also able to evidence that benchmarking of sickness levels against other fire services had been discussed. In addition, we were able to
see evidence of discussions around the mental health and wellbeing action plan. Discussions with the Health, Safety, Welfare, Wellbeing
and Fitness Manager revealed that the mental health and wellbeing action plan had been presented to SLT in December 2019. However,
we were not provided with the minutes for this meeting as they had not been approved at the time of our audit. We are unable to therefore
confirm this.
Examination of the SLB minutes for the financial year to date revealed sickness and absence was considered when discussing of the
setting up of the absence management working group. In addition, the minutes for the months of October and November 2019 included
discussion of the work being done; particularly around mental health.
Examination of the PRSC minutes for the financial year to date revealed evidence of sickness absence reports being discussed within the
overall performance reports presented by the Corporate Performance Manager. Information in these reports on sickness includes the total
of days lost to sickness and how this is split out in long-term and short-term. For December 2019, 844 days were lost with 78% of those in
December due to long-term sick.

93

12

Discussions within the meetings were around improving sickness absence against targets and further improvements needed to the return
to work interview procedure.
We were later provided with the minutes of the January 2020 PRSC meeting which showed an appropriate level of information and
challenge, with members feeling well informed on the information provided, which included sickness data.
Management
Action

None.

Area: Long-term sickness, modified duties and ill-health retirements

Assessment

Control 7

Design



Compliance



Long-term sickness at AFRS is defined as 29 continuous days or more. Once an employee reaches this level,
the line manager must advise HR, who will contact the employee to offer advice and support as necessary.
Contact will be made with the employee throughout the sickness period to see if any additional information or
support is needed to support recovery. This includes welfare support or arranging an appointment with
Occupational Health.
The Assistant HR Officer is assigned to each case, will continue to monitor progress in liaison with the staff
member’s line manager. At the end of 12 months of long-term sickness absence, or where appropriate, the
staff member will be referred to Occupational Health for advice and / or a medical examination to re-assess
the medical situation. This will allow for the Service to decide what action is appropriate in the circumstances.
All sickness is monitored by the HR department on a regular basis. The department is therefore aware of all
sicknesses that are approaching the long-term sickness threshold. Therefore, on occasion where a line
manager has not informed HR of a member of staff passing the 29 continuous day threshold, this will be
identified by HR.
All cases of long-term sickness are recorded on a casework spreadsheet held by the HR department. The
spreadsheet details: illness / injury type; dates of absence; date of half pay and letter sent; date of nil pay and
letter sent; and notes. In addition, each long-term sickness has a chronology of actions taken by HR, this is
held as a Word document. This provides a record of all actions taken.
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Findings /
Implications

Examination of the control revealed it to be adequately designed. It reduces the possibility of employees not feeling supported and / or
being forced back into work when not ready / able. As discussed in control four, long-term sick is now discussed in the absence
management working group. This reduces the risk of line managers not keeping on top of their responsibilities for monitoring each longterm sickness absence case.
We selected a sample of 10 long-term absences for the financial year-to-date from a system-generated report of all absences. We
confirmed for all 10 that cases were being monitored on the casework tracker and had been referred to Occupational Health where
appropriate, which is in line with the policy. In addition, we were able to evidence that the four staff that had returned to work had
completed return to work interviews and that application of the policy had assisted them in returning to work.
However, there was no chronology kept in the same way described in the control for two of the 10 of our sample.
These exceptions were due to the reclassification of one case file from being a sickness to grievance and a request from a senior member
of staff to not hold a chronology file accessible to other senior staff due to confidentiality. However, we were able to see evidence of notes
kept privately by HR of the steps taken.

Management
Action

None.
.

Area: Long-term sickness, modified duties and ill-health retirements

Assessment

Control 8

Design



Compliance



If, following consultation with Occupational Health, it is deemed unlikely that the employee is fit to return to
their current post, the employee may need to take on modified duties. When a possible re-deployment is
identified, it is the responsibility of HR to contact Occupational Health for an assessment of the suitability of
the new role. If suitable, then HR work with the employee on a suitable start date to begin modified duties,
following an assessment of the employee. the original role is kept open up until the point where it is clear that
the employee will not be able to return to their original post.
As described above in control seven, the casework spreadsheet contains details of all long-term sickness
absence. There are additional columns detailing the date a member of staff began (and ended) modified
duties, if applicable.
On occasion, Occupational Health may confirm that an employee on long-term sick is suffering from
permanent ill-health and is unable to carry out the duties and responsibilities of their specific post. In which
case, the Service Management Board will consider if ill-health retirement with immediate benefits should be
granted.
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Findings /
Implications

Examination of the control and consideration of the process revealed it to be adequately designed. There is a suitable framework in place
to monitor staff that may require modified duties and there is a suitable control framework in place to allow for this to happen. As above in
control seven a report of staff on modified duties is discussed in the absence management working group. This provides assurance to the
Service that it is monitoring the situation and it is aware of all cases and progress.
We selected a sample of five staff who have been placed on modified duty in the financial year to date from a report held by HR of all staff
on modified duties, to test whether the correct procedures had been completed and monitored correctly. We were able to confirm that all
cases were present on the case tracker with the correct dates and notes in agreement with the chronology for each case. One of the five
cases from our sample did not have a return to work interview completed, with another being chased by HR at the time of our audit.
If no return to work interviews are completed, the Service is unable to identify whether the absence was work related, and identify any
additional support requirements for each individual, to enable them to return to work and reduce the likelihood of further future absences.
There is a risk therefore, of the absence position not improving if not all return to work interviews are being completed and staff seeing
them as a supportive and effective exercise. We have agreed a management action in control one relevant to return to work interviews.
In addition, three of the above sample were in the process of ill-health retirement. We were able to confirm in all three cases that the
appropriate procedures had been followed, which we have determined to be adequate and suitably designed. No other members of staff
had completed ill-health retirement as at the time of our audit.

Management
Action

See management action 1.
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DATA ANALYTICS
As part of our audit, we carried out data analytics on 100 per cent of sickness data for the period of 1 April 2019 to 31 December 2019. We were able to
complete the following analysis:
•
•
•
•

total shifts lost per site;
individual sick periods per site;
total shifts lost per reason; and
total sick periods per reason.

The full results of our analysis are included in Appendix B. However, below are the three highest results for each of the six above categories, for operational
staff only.
Total sick days per site
Area

Total shifts lost

(12) Bath

544

(01) Control

491

(18) Weston-Super-Mare

486

Individual sick periods per site
Site

Number of individual sick periods

(12) Bath

55

(05) Avonmouth

47

(10) Kingswood

47
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Total shifts lost per reason
Reason

Total shifts lost

Musculo-skeletal

1212.5

Mental health

950

No sick note / reason

249

Individual sick periods per reason
Reason

Number of individual sick periods

Musculo-skeletal

109

Gastrointestinal

62

Cold / flu / virus

58

As seen above, the third-most ‘reason’ for sickness absence was no sick note / reason provided. If no reason for sickness absence is entered there is a risk
that the Service is unable to capture all relevant information in its attempt to reduce levels of absence. We would recommend emphasising the importance of
accurately recording the absence to staff members and line managers and this is something that should be confirmed / finalised during return to work
interviews. We have agreed a management action earlier in the report to address this. See management action one.
The data analysis also revealed that for this nine-month period, there was a total of 323.5 shifts lost by operational staff on 263 individual periods. This is
equivalent to 0.62 shifts lost per full-time equivalent and 0.50 individual sickness periods per full-time equivalent.
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APPENDIX A: CATEGORISATION OF FINDINGS
Categorisation of internal audit findings
Priority

Definition

Low

There is scope for enhancing control or improving efficiency and quality.

Medium

Timely management attention is necessary. This is an internal control risk management issue that could lead to: Financial losses which could
affect the effective function of a department, loss of controls or process being audited or possible reputational damage, negative publicity in
local or regional media.

High

Immediate management attention is necessary. This is a serious internal control or risk management issue that may lead to: Substantial
losses, violation of corporate strategies, policies or values, reputational damage, negative publicity in national or international media or
adverse regulatory impact, such as loss of operating licences or material fines.

The following table highlights the number and categories of management actions made as a result of this audit.
Area

Control design
not effective*

Non-Compliance
with controls*

Agreed actions
Low

Medium

High

Attendance management policy

1

(1)

0

(0)

0

1

0

Welfare provisions

0

(1)

0

(1)

0

0

0

Mental health and wellbeing action plan

0

(1)

0

(1)

0

1

0

Absence management working group

1

(1)

0

(1)

1

0

0

Impact on service delivery

1

(1)

0

(1)

1

0

0

Reporting to SLT, SLB and the FA

0

(1)

0

(1)

0

0

0

Long-term sick, modified duties and ill-health retirements

0

(2)

0

(2)

0

0

0

2

2

0

Total

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls reviewed in this area.
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APPENDIX B: DATA ANALYTICS
Graph demonstrating total shifts lost per site
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Graph demonstrating total shifts lost per reason
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Total shifts lost per site
Site

Total shifts lost

Service Headquarters

1474.5

(12) Bath

544

Nova Way

533.5

(01) Control

491

(18) Weston-Super-Mare

486

(05) Avonmouth

319

(09) Temple

287

(10) Kingswood

262.5

(03) Yate

215

(15) Bedminster

188

Lansdown

187.5

Youth Development Centre

172.5

(04) Patchway

145.5

(06) Southmead

134.5

(11) Hicks Gate

131

Risk Intelligence

87.5

Weston Locality Office

61

Yate Locality Office

37

Fire Safety Bath

31

(16) Nailsea (USAR)

29

Joint Training Centre

10

South Glos & BaNES Unitary

7.5

Bristol & North Somerset Unitary

3

Fire Safety A

2.5

Grand total

5,840
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Individual sickness periods per site
Site

Total sick days

Service Headquarters

98

Bath

55

Avonmouth

47

Kingswood

47

Temple

46

Control

46

Nova Way

40

Weston-Super-Mare

39

Patchway

29

Youth Development Centre

29

Southmead

27

Lansdown

23

Bedminster

21

Hicks Gate

17

Yate

7

Risk Intelligence

4

Joint Training Centre

4

South Glos and BaNES Unitary

3

Fire Safety Bath

2

Fire Safety A

2

Bristol and North Somerset Unitary

1

Yate Locality Office

1

Nailsea (USAR)

1

Weston Locality Office

1

Grand total

590
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Total shifts lost per reason
Reason

Total sick days

Musculo Skeletal

1979.5

Mental Health

1829.5

Cancer

371

No Sick Note

357.5

Gastro Intestinal

295.5

Cold/Flu/Virus

283

Other

165.5

Hospital / Post Operative

150.5

Respiratory

95

Cardiovascular

86

Urological

66.5

Neurological

34

Dermatological

33

Headache/Migraine

30.5

Ears, Nose and Throat

29

Senses

20.5

Reproductive

13.5

Grand total

5,840

Individual sickness periods per reason
Reason

Total sick days

Musculo-skeletal

144

Gastro intestinal

104

Cold / flu / virus

100

No sick note

76

Mental health

66

Headache / migraine

20

Respiratory

20
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Ears, nose and throat

12

Hospital / post-operative

9

Other

8

Senses

7

Urological

6

Dermatological

5

Reproductive

5

Cancer

4

Cardiovascular

2

Neurological

2

Grand total

590
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APPENDIX C: SCOPE
The scope below is a copy of the original document issued.

Scope of the review
The scope was planned to provide assurance on the controls and mitigations in place relating to the following risks:
Objective of the area under review
Objective of area under review: To ensure absence is managed effectively to minimise disruption to services as well as supporting the wellbeing of staff
so that they are well enough to return to work.
Audit objective: To review the control framework for how AFRS manages both short and long-term sickness absence of its workforce, including a review of
how long-term absence impacts on service delivery, and the steps taken to address this.
When planning the audit the following areas for consideration and limitations were agreed:
We will review the organisational action plan which includes proactive measures to prevent sickness absence, along with the reactive actions taken to
manage and support employees who are absence due to sickness, against best practice.
We will use data analytics to deep dive into areas of high and low absence and use this information to assess how absence levels are impacting on service
delivery and how effectively these impacts are being mitigated. This will also include specific testing of current welfare provisions compared to best practice,
in particular mental health and wellbeing, and following traumatic incidents.
We will also review AFRS’s governance / reporting mechanisms regarding absence management to ensure the Fire Authority, SLB and SLT are kept
informed.
We will test the long-term sickness case management process from start to finish including return to work and ill health retirements.
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The following limitations apply to the scope of our work:
We will not comment on the use of occupational health as part of this audit.
Testing will be completed on a sample basis only, chosen at the discretion of the Auditor.
Our work does not provide absolute assurance that material errors, loss or fraud do not exist.
Debrief held

23 January 2020

Draft report issued

20 February 2020

Responses received

7 May 2020

Internal audit
Contacts

Mark.Jones@rsmuk.com / 07768 952387

Client sponsor

Karen Shiels – HR Manager

Victoria.Gould@rsmuk.com / 07740 631140

20 May 2020
28 July 2020
Final report issued

15 May 2020

Revised final reports
issued

20 May 2020
29 May 2020

Angie Feeney – Interim Director of Corporate Services
Distribution

Jane Williams-Lock – Corporate Assurance Manager
Helen Dumbarton – Business Planning and Assurance Officer

29 July 2020
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rsmuk.com
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact. This report, or our work, should
not be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system
of internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Neither should our work be
relied upon to identify all circumstances of fraud and irregularity should there be any.
Our report is prepared solely for the confidential use of Avon Fire and Rescue Service and solely for the purposes set out herein. This report should not therefore be
regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance Services LLP for any purpose or in any context.
Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own risk. To the fullest extent permitted by law,
RSM Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable for any loss, damage or
expense of whatsoever nature which is caused by any person’s reliance on representations in this report.
This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms),
without our prior written consent.
We have no responsibility to update this report for events and circumstances occurring after the date of this report.
RSM Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 Farringdon Street, London EC4A 4AB.
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APPENDIX 2

AVON FIRE AND RESCUE SERVICE
Internal Audit Follow Up
Internal audit report 5.19/20
REVISED FINAL
10 July 2020
This report is solely for the use of the persons to whom it is addressed.
To the fullest extent permitted by law, RSM Risk Assurance Services LLP
will accept no responsibility or liability in respect of this report to any other party.

109

1. EXECUTIVE SUMMARY
Background
We have undertaken this audit to follow up on progress made in implementing the previously agreed management actions from the following 2018/19 audits:
1. Key Financial Controls (1.18/19);
2. GDPR Compliance and IT Security (2.18/19);
3. Procurement / Contract Management (3.18/19);
4. Human Resources (Appraisals, Recruitment and Retention) (4.18/19); and
5. Collaboration (6.18/19).
Three high priority and 20 medium actions were considered in this follow up, the focus of which was to provide assurance that all actions previously made have
been adequately implemented, reducing the risks identified. For actions categorised as 'low' in the original assignments we have reviewed and accepted
management's assurance regarding their implementation.

Conclusion
Taking account of the issues identified in the remainder of the report and in line with our definitions set out in Appendix A, in our opinion Avon Fire and Rescue
Service (AFRS) has demonstrated reasonable progress in implementing agreed management actions.
We have raised new management actions where appropriate; and this is detailed in section 2 of this report.
Action tracking enhances an organisation's risk management and governance processes. It provides management with a method to record the implementation
status of actions made by assurance providers, whilst allowing the Fire Authority to monitor actions taken by management. AFRS does track the progress of
actions made by internal audit and other assurance providers, however this is not reported to the Audit, Governance and Ethics Committee, which we tend to see
as good governance practice to provide assurance that actions arising from internal audit have been addressed. From our examination of the most recent action
tracker and from our own validation testing, we confirmed that the internal action tracker was accurate for seventeen of the twenty-three actions followed up on. For
the remaining six actions that had been marked as complete by AFRS, our testing concluded that they were still in progress.
Further details of progress made are provided in this report. It is important to note that until a management action is fully implemented, the organisation is still
exposed to risk.
2
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Progress on actions
The following table includes details of the status of each management action:
Status of management actions
Implementation status by review

Number
of actions
agreed

Impl. (1)

Impl. ongoing Not impl. (3)
(2)

Superseded
(4)

Confirmation as
completed or no
longer necessary
(1) + (4)

Key Financial Controls (1.18/19)

3

0

3

0

0

0

GDPR Compliance and IT Security (2.18/19)

6

4

2

0

0

4

Procurement and Contract Management (3.18/19)

6

2

3

0

1

3

Human Resources - Appraisals, Recruitment and Retention
(4.18/19)

4

2

0

0

2

4

Collaboration (6.18/19)

4

2

2

0

0

2

Total

23

10

10

0

3

13

100%

43%

43%

0%

14%

57%

3

111

100%

Management actions

80%

60%

40%

20%

0%

Audit Title
Implemented

Implementation Ongoing / Not Implemented
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Superseded / Not Yet Due

4
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FINDINGS AND MANAGEMENT ACTIONS
Status

Detail

1

The entire action has been fully implemented.

2

The action has been partly though not yet fully implemented.

3

The action has not been implemented.

4

The action has been superseded and is no longer applicable.

5

The action is not yet due.

Assignment: Key Financial Controls (1.18/19)
Original
management
action /
priority

AFRS management will review and consider redefining the SLA with Bristol City Council to provide improved management information,
exception reporting and assurances over the Payroll and Financial operations of BCC.

Audit finding
/ status

Discussions with the Finance Manager and Procurement and Supplies Manager revealed that this action was ongoing. Following
discussions with Bristol City Council (BCC), a draft SLA created by the Procurement and Supplies Manager was sent to BCC in
September 2019. A response had been received on 20 February 2020 with comments from BCC mostly agreeing to the proposed
changes, with minor amendments required to finalise the new SLA. The draft SLA contains improved management reporting along with
KPIs to track the performance of the provision from BCC. A meeting was scheduled after our audit on 2 March 2020 between the Finance
Manager and Procurement and Supplies Manager to discuss AFRS' response to the reply from BCC.

High

2 – The action has been partly though not yet fully implemented.
Management
Action 1

We will continue to work with BCC to revise and finalise the SLA so that it
provides assurances over the Payroll and Financial operations of AFRS,
provided by BCC.

Responsible Owner:

Date:

Priority:

Treasurer

30 September
2020

Medium

Assignment: Key Financial Controls (1.18/19)
Original
management
action /
priority

a) AFRS management will seek advice from the interim Senior Information Risk Officer on the impact and potential mitigating actions
required for sending unencrypted emails containing personally identifiable information.
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b) In addition to action 1.1.2 above, AFRS will ensure that system generated reports of changes to standing payroll data (specifically bank
details and salary changes) can be obtained from Agresso or via BCC, as a monthly check of the legitimacy of changes prior to the payroll
being processed.
c) Changes made to standing payroll data will be documented and retained on standardised forms, with information made available to all
staff on the intranet on how to amend their personal data.
Medium
Audit finding
/ status

Discussions with the Senior Information Risk Officer confirmed that advice had been sought from management. Measures have been put
in place so that all personal data that is sent is required to be encrypted by passwords. This is a temporary measure until an updated
version of the software is put in place. Work on a relevant update to the software was in progress at the time of our audit. The measures
in place reduce the risks faced in this area. We can therefore confirm completion of part a) of the action. AFRS now use self-service for
the amendments of bank details. This reduces the risk of bank details being entered fraudulently. However, this does not reduce the risk
of salaries being inappropriately amended.
2 – The action has been partly though not yet fully implemented.

Management
Action 2

AFRS will ensure that system generated reports of changes to standing
payroll data (specifically bank details and salary changes) can be obtained
from Agresso or via BCC, as a monthly check of the legitimacy of changes,
specifically those not made via self-service, prior to the payroll being
processed.

Responsible Owner:

Date:

Priority:

Finance Manager

30 June 2020

Medium

Assignment: Key Financial Controls (1.18/19)
Original
management
action /
priority

AFRS management will introduce a condition check of all vehicles prior to and upon return from repairs and servicing.

Audit finding
/ status

The original management action was agreed with the Fleet Manager who has since left their post at AFRS and a new member of staff has
been in post since mid-2019. Discussions with the current Fleet Manager revealed that they are in the process of developing a quality
check that will be linked to the current and / or future maintenance documentation. The document will cover two defined areas: the quality
check of inspections / services; and the quality check of repairs undertaken. The frequency of the quality checks will be determined and
aligned relative to workload.

Medium

Until a process is implemented, AFRS is unable to take assurance that the condition of all of its vehicles is known and whether any repairs
or servicing performed have been completed to a suitable standard.
2 – The action has been partly thought not yet fully implemented.
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Management
Action 3

We are developing and implementing a new fleet quality check process,
ensuring that this is linked to current and / or future fleet maintenance
documentation. This will in turn, ensure that AFRS has continued
assurance over the condition of its vehicles.

Responsible Owner:

Date:

Priority:

Fleet Manager

31 July 2020

Medium

Development is in progress and is anticipated to be delivered in line with
the action completion date.

Assignment: GDPR Compliance and IT Security (2.18/19)
Original
management
action /
priority

Data ownership

Audit finding
/ status

Discussions with Information Governance Manager revealed that the implementation of the action was ongoing. Whilst the majority of data
owners had been appointed, work was still to be completed on assigning owners to all data. Those data owners that had been identified
were included in the record of processing activity (ROPA) we examined.

The Service will formalise and document the relevant data owners and include with the data register and data mapping exercises. In
addition, the key responsibilities of data owners will be documented and communicated.
Medium

Covid-19 has caused further delays to this action, and will now involve the new Transition Team.
2 – The action has been partly though not yet fully implemented.
Management
Action 4

We will continue to work with staff so that all data is assigned an owner and
that this is included within the ROPAs.

Responsible Owner:

Date:

Priority:

Director of Corporate
Services

31 January
2021

Medium

Assignment: GDPR Compliance and IT Security (2.18/19)
Original
management
action /
priority

Leavers

Audit finding
/ status

Discussions with the Information Governance Manager revealed that reconciliations are undertaken manually by the IT team. However,
these are not consistently completed on a monthly basis and had not been done in recent months. This was due to the member of staff
responsible dealing with a large subject access request.

A monthly reconciliation review of staff leavers will be performed to ensure that all leaver network accounts have been disabled.
Medium
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In addition, work remains ongoing on formalising a process that defines which teams HR are required to inform (including IT) when a
member of staff leaves the Service. As the process had not yet been defined, we did not complete any sample testing.
2 – The action has been partly though not yet fully implemented.
Management
Action 5

We will formally define the process that is required and which teams to
inform when a member of staff leaves the Service. Included within this
process will be a reconciliation of leavers to ensure that all leaver network
accounts have been disabled.

Responsible Owner:

Date:

Priority:

Director of Corporate
Services

31 August
2020

Medium

Assignment: Procurement and Contract Management (3.18/19)
Original
management
action /
priority

As planned, AFRS will update / replace the Contract Standing Orders to include the following:
•
•
•

limits for approving award of contracts to the highest scoring supplier, including when an award report is required or what
alternative method of approval is used for lower value contracts;
limits for signing contracts; and
approval required to commission procurement.

The updates will be presented to the Fire Authority for approval.
Medium
Audit finding
/ status

Discussions with the Procurement and Supplies Manager revealed that the action had not been fully implemented due to workload, since
beginning in post in May 2019. The only revisions that had been made to the standing orders had been updating the thresholds so that
procurements under £10,000 now require one quote instead of two. If the standing orders are not updated and do not accurately reflect
the expected practices within AFRS, there is a risk that contract awards and procurement decisions are inappropriate or not reflective of
value for money.
2 – The action has been partly though not yet fully implemented.

Management
Action 6

We will update the contract standing orders to include limits for approving
award of contracts to the highest scoring supplier; limits for signing
contracts; and the approval required to commission procurement. The
updated standing orders will be subject to approval by the Fire Authority.
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Responsible Owner:

Date:

Priority:

Procurement and Supplies
Manager

30 September
2020

Medium

8

Assignment: Procurement and Contract Management (3.18/19)
Original
management
action /
priority

a) A full review of the contracts register will be completed to ensure details such as contract dates and number of contracts are accurate
and up to date.

Audit finding
/ status

Discussions with the Procurement and Supplies Manager revealed that the action had not been fully implemented. Updates to the register
were ongoing. Work that is ongoing includes updating the register following a reconciliation of all contracts that are held on the G drive
and those on the register and vice versa. We examined the register and confirmed that gaps were still present within it. We were also
informed that it is anticipated that further information will be added to the register, such as payment schedules.

b) Quarterly spot checks will be undertaken to ensure the register is being updated in a timely manner.
Medium

We were unable to see evidence of the spot checks that are undertaken by on a quarterly basis. Discussions with the Procurement and
Supplies Manager revealed that further training was required for the Procurement Officer to ensure that these are completed.
2 – The action has been partly though not yet fully implemented.
Management
Action 7

a) We will continue to work on the completeness and accuracy of the
contracts register, as well as including additional information and required
fields to aid effective contract management.

Responsible Owner:

Date:

Priority:

Procurement and Supplies
Manager

31 August
2020

Medium

b) We will provide training to the Procurement Officer to ensure that spot
checks are carried out on the contract register on a quarterly basis, so that
it remains up to date. These spot checks will be reviewed by the
Procurement and Supplies Manager.

Assignment: Procurement and Contract Management (3.18/19)
Original
management
action /
priority

a) The Authority will implement a revised supplier commissioning process which includes additional scrutiny of quotes obtained to ensure
the market is being tested on a regular basis.
b) Safeguards will be put in place so that the Procurement Manager and Officers do not have admin rights, as well as being the budget
holder and final approver for many budget areas.
Medium

Audit finding
/ status

Discussions with the Procurement and Supplies Manager revealed that a revised commissioning process had not been finalised at the
time of our audit. They were in the process of writing a paper for approval by the FA. The revised process, which will increase scrutiny
throughout the procurement process, will consider how best it can be integrated to the working practices and size of AFRS.
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Discussions with the Procurement and Supplies Manager revealed that spot checks are carried out on a quarterly basis, confirming the
segregation of duties throughout the process of procuring goods. No amendments to access levels had been done since our audit due to
there only being four people in the team and the need for three separate people to carry out different stages of the process.
We can confirm that there are controls in place to suitably reduce the risk of fraudulent behaviour in this area. We were also able to see
evidence of the completed spot checks and subsequent checking of any discrepancies.
2 – The action has been partly though not yet fully implemented.
Management
Action 8

We will revise the commissioning process, and this will be subject to
approval by the FA. Once complete, this will be disseminated to relevant
staff to ensure awareness and ongoing compliance with the revised
process.

Responsible Owner:

Date:

Priority:

Procurement and Supplies
Manager

30 September
2020

Medium

Assignment: Collaboration (6.18/19)
Original
management
action /
priority

a) Collaboration / formal partnership application (P1) forms will be completed for all collaborative arrangements to ensure that AFRS
evaluates the benefits, costs and risk prior to engagement and can make an informed decision as to whether the arrangement should be
entered into;
b) AFRS management will develop a reporting mechanism to ensure the Fire Authority receive collaboration updates including whether
the arrangement is achieving the desired outputs (financial savings / efficiencies / service improvement). Metrics will also be added to the
collaboration register to show performance of each arrangement.
Medium

Audit finding
/ status

Discussions with the Partnerships and Collaborative Working Manager revealed that the action had not been implemented. This was due
to a lack of resource within the department having lost a member of staff in 2019. A new member of staff is scheduled to begin within the
department on 23 March 2020. It is anticipated that the extra resource will allow for greater monitoring on the completion of P1 forms,
ensuring ongoing compliance. If P1 forms aren't completed, there remains a risk that no assessment of collaborative benefits, costs and
risk are made prior to engagement.
Since the audit took place, we can confirm that the new member of staff started on 30 March and has been tasked with reviewing HFSV
Referral Partnerships, allowing The Partnerships and Collaborative Working Manager to focus on the Formal Partnerships which require a
P1. Work has begun to raise awareness about how formal arrangements should be set up. A presentation was scheduled for the SLT,
however this was delayed due to Covid. The Director of Corporate Service and the Partnerships and Collaborative Working Manager, will
be reviewing and updating the Collaboration Strategy and the accompanying Framework to ensure they align. This will be presented to
SLT in September and Managers reminded of the importance of completing a P1 form and liaising with the Partnerships and Collaborative
Working Manager when setting up formal arrangements. At its meeting held on Wednesday 25 September 2019, the Fire Authority
approved the Avon Fire Authority Constitution 2019 which included the terms of reference for the PRSC that included:
• To ensure that the organisation works collaboratively with other Fire and Rescue Authorities (FRAs) to deliver interoperability.
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•

To ensure that the organisation collaborates with other emergency services, Category 1 & 2 responders and the Local
Resilience Forum (LRF).
In order to formalise the reporting mechanism, a paper is going to the July PRSC recommending that “To assist the Committee with their
scrutiny role in respect of collaboration (as set out in the Committee’s terms of reference in the Constitution) it is proposed that a progress
report is provided twice a year.”
Regarding recommendation to add metrics to the register, we will consider this during our review of the Strategy and the Framework, while
the HFSV Referral Partnerships align easily with metrics, some partnerships will not.
The current Strategy states:
“Different ventures will require different evaluation techniques. Some provide a more structured approach to evaluation and can also help
to build ownership. An evaluation may use quantitative or qualitative data, and often includes both. Both methods provide important
information about the outcomes of the collaboration and whether the benefits expected were realised, not achieved or even exceeded.
Goal-based evaluation models use key pre-set indicators of success, whereas goal-free evaluation considers actual effects or unintended
consequences, without pre-empting what these will be. Some methods will require an assessment of cost saving, others the effectiveness
of improved services. When setting out to collaborate we will identify the best way to monitor and evaluate each initiative at the outset and
the stage or frequency at which the evaluation will take place. The goal is to improve current and future management of outputs,
outcomes and impact.”
2 – The action has been partly though not yet fully implemented.
Management
Action 9

Management action

Responsible Owner:

Date:

Priority:

a) Now the new member of staff has started, all collaborative/formal
partnership arrangements entered into will be monitored by the
Partnerships & Collaborative Working Manager. This will ensure that
collaboration/formal partnership application (P1) forms are completed for all
collaborative arrangements entered into. Informal joint working/partnership
arrangements will be monitored by the new member of staff.

Partnerships and
Collaborative Working
Manager

31 December
2020

Medium

b) We will report collaboration updates to the PRSC twice a year including
outcomes of the partnerships annual reviews.
c) As part of the Strategy and Framework review, we will consider the best
way to evaluate Formal Partnerships and add metrics to the P3 and/or the
Register of Partnerships where appropriate.
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Assignment: Collaboration (6.18/19)
Original
management
action /
priority

Collaborations and formal partnership review (P3) forms will be completed for all collaborative arrangements to ensure that AFRS
monitors the delivery of objectives and can make an informed decision as to whether the arrangement should be continued or withdrawn.
Once the new Transformation and Improvement Team is in place, consideration will also be given to see whether the review and reminder
processes can be automated.
Medium

Audit finding
/ status

Discussions with the Partnerships and Collaborative Working Manager revealed that the action had not been implemented. This was due
to a lack of resource within the department having lost a member of staff in 2019. If P3 forms aren't completed, there remains a risk that
no assessment of the effectiveness of the arrangement takes place. Therefore, AFRS cannot be assured that the arrangement is
beneficial and whether it should be continued. In addition, the new transformation and improvement team had not been implemented at
the time of our audit. Consideration on whether the review and reminder process can be automated will sit within that team, therefore this
has not yet been considered.
Since the audit took place, we can confirm that the new member of staff started on 30 March and has been tasked with reviewing HFSV
Referral Partnerships, allowing The Partnerships and Collaborative Working Manager to focus on the Formal Partnerships which require a
P3. Work has begun to raise awareness about how formal arrangements should be set up and reviewed. A presentation was scheduled
for the SLT; however this was delayed due to Covid. The Director of Corporate Service and the Partnerships and Collaborative Working
Manager will be reviewing and updating the Collaboration Strategy and the accompanying Framework to ensure they align. This will be
presented to SLT in September and Managers reminded of the importance of completing a P1 form and liaising with the Partnerships and
Collaborative Working Manager when setting up formal arrangements and completing the annual review on the P3 form.
The Partnerships and Collaborative Working Manager has begun prompting managers to review the 33 Formal Partnerships in place
using the P3 form, however this will be a substantial piece of work.
2 – The action has been partly though not yet fully implemented.

Management
Action 10

Management action

Responsible Owner:

Date:

Priority:

a) Now the new member of staff has started, all collaborative/formal
partnership arrangement reviews will be monitored by the Partnerships &
Collaborative Working Manager. This will ensure that collaboration/formal
partnership review (P3) forms are completed for all collaborative
arrangements entered into. Informal joint working/partnership arrangements
will reviewed by the new member of staff.

Partnerships and
Collaborative Working
Manager

31 December
2020

Medium

b) Once the new Transformation and Improvement Team is in place,
consideration will also be given to see whether the review and reminder
processes can be automated.
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APPENDIX A: DEFINITIONS FOR PROGRESS MADE
The following opinions are given on the progress made in implementing actions. This opinion relates solely to the implementation of those actions followed up
and does not reflect an opinion on the entire control environment.
Progress in
implementing
actions

Overall number of
actions fully
implemented

Consideration of high
priority actions

Consideration of medium
priority actions

Consideration of low priority
actions

Good

75% +

None outstanding.

None outstanding.

All low actions outstanding are
in the process of being
implemented.

Reasonable

51 – 75%

None outstanding.

75% of medium actions made
are in the process of being
implemented.

75% of low actions made are
in the process of being
implemented.

Little

30 – 50%

All high actions outstanding
are in the process of being
implemented.

50% of medium actions made
are in the process of being
implemented.

50% of low actions made are
in the process of being
implemented.

Poor

< 30%

Unsatisfactory progress has
been made to implement
high priority actions.

Unsatisfactory progress has
been made to implement
medium actions.

Unsatisfactory progress has
been made to implement low
actions.
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APPENDIX B: ACTIONS COMPLETED
From the testing conducted during this review we have found the following actions to have been fully implemented and superseded
Assignment title

Management actions

GDPR Compliance and IT
Security (2.18/19)

Implemented
Business process and data discovery
Management will ensure that the data mapping exercise is completed to identify the personal data flows
throughout the Service including the personal data flows to third parties and recording the information within
the ROPAs.
The data mapping information within the ROPAs will be reviewed periodically by the data owners and updated
to ensure that the data is complete and accurate.

GDPR Compliance and IT
Security (2.18/19)

Implemented
Third parties
The Service will ensure that all third-party responses for GDPR and data processor forms have been received
and reviewed as a matter of priority to ensure that they comply with GDPR requirements.

GDPR Compliance and IT
Security (2.18/19)

Implemented
Data storage and retention
The documentation of Retention and Deletion schedules for the remaining areas will be completed and then
actioned through the deletion of personal data which is no longer required to be held.

GDPR Compliance and IT
Security (2.18/19)

Implemented
Management reporting
The management reporting documentation will be updated to include further key information such as backup
success and failures, antivirus status, key changes, information security incidents and patch updates.

Procurement and Contract
Management (3.18/19)

Implemented
a) As planned, a central repository will be developed for all procurement documents such as invitations to
tender, OJEU notices and evaluation documentation. All contracts will be held centrally by the Clerk.
b) Where collaborative procurement has been undertaken, the full suite of procurement documents including
completed evaluation matrices will be obtained from the leading authority.
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Assignment title

Management actions

Procurement and Contract
Management (3.18/19)

Implemented
a) Invoicing arrangements for contracts paid in advance with a value of over £50,000 will be reviewed to
ensure payments are made in line with contracts. This should be carried out for each invoice over £50,000.
b) In line with the review of contract register (1.1.2), a review will be undertaken where additional amounts are
being paid above the contract value for upgrades or extensions to ensure the correct amount is being
invoiced.
c) Going forward the contracts register will be updated to include profiled expected spend per month, so this
can be monitored against.

Procurement and Contract
Management (3.18/19)

Superseded

Human Resources - Appraisals,
Recruitment and Retention
(4.18/19)

Implemented

Human Resources - Appraisals,
Recruitment and Retention
(4.18/19)

Once the revised contract signature limits have been agreed, contracts will be signed by the appropriate
delegated authority, spot checks will be undertaken on a periodic basis by the Procurement Manager.

Management will look into how it reports overdue PDRs for its employees. If after three months of being on the
non-compliance report line managers have still not completed the PDR with their employee, then this will be
escalated higher.
Superseded
An e-learn will be created for all staff with line managerial responsibilities. This will detail all of the information
to carry out an effective PDR. Completion of this e-learn will be monitored by the Learning and Development
team.
Face to face training would be preferred but will have to be balanced with resource available.

Human Resources - Appraisals,
Recruitment and Retention
(4.18/19)

Superseded

Human Resources - Appraisals,
Recruitment and Retention
(4.18/19)

Implemented

HR will look into implementing secondary review of PDRs to ensure there is a quality control process or a spot
check that objectives are SMART and PDRs are undertaken in a consistent and timely manner.
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Assignment title

Management actions
Management will analyse the staff data reports combined with any leaver feedback within leaver
questionnaires. Any trends identified will be noted and the relevant action taken. The Service Leadership
Board will be updated on an annual basis.

Collaboration (6.18/19)

Implemented
Once vacancies in Corporate Services are addressed, AFRS will ensure that a representative attend the
SWESC Board meetings on a regular basis to ensure that all collaboration opportunities are engaged with, and
that a relevant deputy is allocated for when the lead person is unable to attend.

Collaboration (6.18/19)

Implemented
Regular collaboration updates will be provided to the Senior Leadership team through a standing agenda item.
The relevant Committee of the Fire Authority will also be updated twice yearly with regards to providing
qualitative and quantitative information on the progress of collaborations and the benefits being realised. The
Clerk will advise on the appropriate committee and add this to the forward work plan. There will also be
consideration of an annual update to the Fire Authority.
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APPENDIX C: SCOPE
The scope below is a copy of the original document issued.

Scope of the review
The internal audit assignment has been scoped to provide assurance on how Avon Fire & Rescue Service manages the following area:
Objective of the audit

To meet the IIA Standards and to provide management with on-going assurance regarding implementation of ‘high’ and ‘medium’ category actions.
When planning the audit, the following areas for consideration and limitations were agreed:
We will review all ‘high’ and ‘medium’ actions raised and agreed in the following audits to ensure that appropriate management response has been taken to
address the risks identified:
•

Key Financial Controls

•

GDPR Compliance and IT Security

•

Procurement / Contract Management

•

Human Resources (appraisals / recruitment and retention)

•

Collaboration

We will deep dive into any areas where actions may have not been implemented to assess whether the risk is being appropriately mitigated by further or
alternative actions where appropriate.
We will also review management’s own internal action tracking process and validate the accuracy of updates provided by action owners throughout the year,
and updates provided to the audit, governance and ethics committee.
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Limitations to the scope of the audit assignment:
The review will only cover ‘high’ and ‘medium’ category actions made in the above audits and will not review the whole control framework of the areas listed
above; we are therefore not providing assurance on the entire risk and control framework.
For recommendations categorised as ‘low’ we accept management’s assurance regarding their implementation.
Testing will be undertaken on a sample basis to confirm the effectiveness of steps taken to address these management actions.
Testing will be undertaken where appropriate to confirm the effectiveness of actions taken to address these actions. Where testing is undertaken, samples
will be selected from the period since actions were implemented or controls enhanced.
Our work does not provide absolute assurance that material errors, loss or fraud do not exist.

Internal audit Contacts

Mark.Jones@rsmuk.com / 01908 689965
Victoria.Gould@rsmuk.com / 07740 631140

25 June 2020
09 July 2020

Client sponsor

06 July 2020

Distribution

Angie Feeney – Interim Director of Corporate Services
Jane Williams-Lock – Corporate Assurance Manager
Helen Dumbarton – Business Planning and Assurance Officer
Angie Feeney – Interim Director of Corporate Services
Jane Williams-Lock – Corporate Assurance Manager
Helen Dumbarton – Business Planning and Assurance Officer

Debrief held

26 February 2020

Draft report issued

1 May 2020

Responses received
Final report issued
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rsmuk.com
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact. This report, or our work, should
not be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system
of internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Neither should our work be
relied upon to identify all circumstances of fraud and irregularity should there be any.
Our report is prepared solely for the confidential use of Avon Fire and Rescue Service and solely for the purposes set out herein. This report should not therefore be
regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance Services LLP for any purpose or in any context.
Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own risk. To the fullest extent permitted by law,
RSM Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable for any loss, damage or
expense of whatsoever nature which is caused by any person’s reliance on representations in this report.
This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms),
without our prior written consent.
We have no responsibility to update this report for events and circumstances occurring after the date of this report.
RSM Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 Farringdon Street, London EC4A 4AB.
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APPENDIX 3

AVON FIRE & RESCUE SERVICE
Annual internal audit report 2019/20
Final
20 July 2020
This report is solely for the use of the persons to whom it is addressed.
To the fullest extent permitted by law, RSM Risk Assurance Services LLP
will accept no responsibility or liability in respect of this report to any other party.
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THE ANNUAL INTERNAL AUDIT OPINION
This report provides an annual internal audit opinion, based upon and limited to the work performed, on the overall adequacy and effectiveness
of the organisation’s risk management, control and governance processes. The opinion should contribute to the organisation's annual
governance reporting.

The opinion

•

For the 12 months ended 31 March 2020 the head of internal audit opinion for
Avon Fire & Rescue Service is as follows:

internal audit has not reviewed all risks and assurances relating to the
organisation;

•

the opinion is substantially derived from the conduct of risk-based plans
generated from a robust and organisation-led risk management
framework;

•

the opinion is based on the findings and conclusions from the work
undertaken, the scope of which has been agreed with management. Due
to in year priorities, reduced AGEC meetings, and the emergency
procedures adopted in March 2020 in response to the Covid-19 outbreak,
we were unable to complete a full plan of assurance work, and therefore
our opinion is limited to the specific areas reviewed and detailed below,
noting there are still areas for improvement identified from our internal
audit work, with plans in place to address strategic improvement areas;

•

where strong levels of control have been identified, there are still instances
where these may not always be effective. This may be due to human
error, incorrect management judgement, management override, controls
being by-passed or a reduction in compliance;

•

due to the limited scope of our audits, there may be weaknesses in the
control system which we are not aware of, or which were not brought to
our attention; and

•

Our internal audit work for 2019/20 was completed prior to the substantial
operational disruptions caused by the Covid-19 pandemic. As such our
audit work and annual opinion does not reflect the situation which has
arisen in the final weeks of the year. We do, however, recognise that there
has been a significant impact on both the operations of the organisation
and its risk profile.

Please see appendix A for the full range of annual opinions available to us in
preparing this report and opinion.

It remains management’s responsibility to develop and maintain a sound
system of risk management, internal control and governance, and for the
prevention and detection of material errors, loss or fraud. The work of
internal audit should not be a substitute for management responsibility
around the design and effective operation of these systems.

Scope and limitations of our work
The formation of our opinion is achieved through a risk-based plan of work,
agreed with management and approved by the audit, governance and ethics
committee, our opinion is subject to inherent limitations, as detailed below:

2
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FACTORS AND FINDINGS WHICH HAVE INFORMED OUR OPINION
Asset Management (1.19/20)

H&S - Estates and Equipment (2.19/20)

Key Financial Controls (3.19/20)

This audit was undertaken using the contingency
allocation of audit days for the year. This was
resulting from the interim work undertaken by the
external auditors, who identified historic errors with
the asset register.

At the time of audit, AFRS was in the process of
developing its H&S team with a new manager
being recruited and other vacancies being
advertised. We found there were some
mechanisms in place to identify, report and rectify
areas / instances of non-compliance with health
and safety regulations, however these could be
further improved and streamlined.

Areas of financial control are reviewed on a threeyear rolling basis, this year considered budgetary
control, supplier data management and payments.
The review focused on the end to end process of
the 2019/20 budget creation, delivery of the
2018/19 budget, payments made to suppliers and
the controls to adequately manage standing
supplier data.

We reviewed the systems and controls in place to
enable accurate recording, monitoring and
accounting for fixed assets, and made five key
recommendations for improvement to enable
future accuracy of the fixed asset register.
We noted that there was not a joined-up approach
between those responsible for purchasing,
monitoring, servicing and valuing assets and the
finance staff responsible for maintaining the asset
register. The Service also used other tracking
systems which did not interface with the asset
register software RAM.
We also noted that whilst the BCC finance team
processed year end journals, they did not have
access to review RAM to check the accuracy and
completeness of the register.

We noted that an estates strategy was not in place.
There had been steps taken to develop an estates
strategy which will cover the necessary areas,
however, until this is done, there is a risk that the
Service is not efficiently using its redevelopment
budget. In addition, without a strategy, the Health
and Safety team may be unaware of the amount of
health and safety work required to carry out any
future works which may either require extra
resource in the team or their current budget being
used differently.

We issued a partial assurance opinion for this audit
as we found that the current control framework for
budget management is limited due to the current
approach which was based around the historic
structure of financial systems and controls in place
around the back office shared service which has
been supplied by Bristol City Council for over 22
years. It has been established and agreed by the
Fire Service that this approach needs reviewing
and updating. Current good practice aligns to what
the Fire Service is looking to achieve going
forward, devolving budgets and responsibility out
The Service did not have assurance that asbestos to teams. Whilst this will require initial investment
removal works were being managed efficiently in
of time and resource, as well as a change in
respect to only investing in the removing of
culture, it should benefit systems of financial
asbestos from sites that have a viable long-term
control and efficiency in the long term.
future. When the estates strategy is completed,
and the asbestos removal plan is subsequently
We also note that the Fire Authority can take only
completed, the Service will be able to efficiently
limited assurance over the management of supplier
target areas for redevelopment and asbestos
data, as there is no framework to independently
removal work.
validate if changes or additions made to standing
data are genuine, timely and accurate. This is a
high risk and common area for fraud. Improved
contract management arrangements would support
improvement in this area.
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Other factors

HR – Absence Management (4.19/20)

Follow Up (5.19/20)

Management are aware of the current gaps within
the current control framework. Work is planned to
reduce the risks in these areas, which we have
evidenced to be underway in the majority of areas
for improvement. This work should support the aim
to reduce sickness absence levels across the
organisation when fully embedded, however, at the
point of fieldwork we were not yet able to see the
impact of this work, with December 2019 seeing
the highest level of sickness with 844 days lost.
There has been a particular focus on mental health
and wellbeing in an effort to combat high levels of
long-term sickness in this area.

We followed up the three high and 20 medium
Improvement Plan
priority actions agreed throughout the 2018/19
internal audit plan, which included actions from the During the year, the Fire Service received a letter
from the Home Office confirming that the
following audit assignments:
improvement panel put in place to oversee the
improvement plan that resulted from the Baker
• Key Financial Controls (1.18/19);
Review, could be closed, and that they were
• GDPR Compliance and IT Security (2.18/19); satisfied with progress and improvement made by
the Fire Service since the review.
• Procurement / Contract Management (3.18/19);
HMICFRS
• Human Resources (Appraisals, Recruitment
In response to the 2018/19 inspection report, the
and Retention) (4.18/19); and
latest action plan (February 2020) reports the
following progress:
• Collaboration (6.18/19).

Our testing confirmed issues of non-compliance,
which management informed us they were aware
of at the time of our audit, that need to be
addressed regarding short-term sickness. In
particular, where there is a lack of completed sick
notes / self-certifications and return to work
interviews by line managers.
Updates provided to us in May 2020 revealed that
of the four actions agreed, one had been
completed and two further actions were either in
progress and / or had been partially implemented.
Sickness absence data showed a reduction in April
2020 with 506.5 shifts lost to sickness absence
(this data excludes Covid-19 related absence).
This shows an improvement on the data to
December 2019, and when compared to the month
of April for the past two years, this shows a further
decrease in sickness absence rates. This is partly
due of a number of long-term absence cases
resulting in ill health retirement, as well as the
impact of many of the wellbeing initiatives that
have been introduced.

Our audit work concluded that reasonable progress • Effectiveness – 25 actions complete and 8 in
progress and on track.
had been made in implementing internal audit
•
Efficiency – five complete and 1 in progress
actions, with 43% of actions fully implemented. A
and
on track.
further 43% were in progress with some action
•
People
– 41 complete; 17 in progress and on
taken but the risk not fully mitigated. The remaining
track;
five
in progress with unresolved issues;
14% of actions had been superseded due to
and
one
not
started.
changes to systems or processes. All high actions
raised in 2018/19 has been fully implemented.
Risk Management
We also noted that due to the Audit, Governance
and Ethics Committee not meeting between June
2019 and May 2020, the committee and members
had not been updated on action taken to address
previous internal audit actions. The tracker had
however been presented to the Senior Leadership
Board.

Despite the AGEC not meeting for the majority of
the 2019/20 financial year, we were able to see
evidence that risk management, specifically review
and challenge of the strategic risk register took
place at Senior Leadership Team meetings.
Culture and Leadership
In response to previous inspection reports, AFRS
has developed and rolled out its Leadership
Charter and its Cultural Change Plan.
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A summary of internal audit work undertaken, and the resulting conclusions, is provided at appendix B.

Topics judged relevant for consideration as part of the annual governance statement
Based on the work we have undertaken on the Fire Service’s system on internal control, we would highlight the one partial assurance opinion discussed
above (Key Financial Controls) and believe management should consider this for relevance for inclusion in the Annual Governance Statement (AGS). The
Fire Authority may wish to consider whether any other issues have arisen, including the results of any external reviews which may warrant consideration for
inclusion in the Annual Governance Statement.
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THE BASIS OF OUR INTERNAL AUDIT OPINION
As well as those headlines previously discussed, the following areas have helped to inform our opinion. A summary of internal audit work
undertaken, and the resulting conclusions, is provided at appendix B.

Acceptance of internal audit management actions
Management have agreed actions to address all of the findings reported
by the internal audit service during 2019/20. The Asset Management
review included suggestions rather than management actions, due to the
advisory nature of the review.

12

In Progress

10

Outstanding
8

Implementation of internal audit management
actions

6
4

Where actions have been agreed by management, these have been
monitored by management through their internal action tracking
spreadsheet. Progress has not been reported to the audit, governance
and ethics committee throughout the year as there was no committee
meeting between June 2019 and May 2020 due to issues with the 2018/19
financial statements.
The validation of the action status confirmed by internal audit on an annual
basis found reasonable progress has been made in fully implementing
internal audit actions, however a large number have had some progress
made.

Completed

2
0
High

Medium

Low

Working with other assurance providers
In forming our opinion, we have not placed any direct reliance on other
assurance providers, however we have considered the feedback received
from HMICFRS in signing off the improvement programme.
During the year significant work has been undertaken by the external
auditors as well as independent reviews undertaken by South West Audit
Partnership in response to a public access statement raising queries on
the accounts.
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OUR PERFORMANCE
Wider value adding delivery
Area of work

How has this added value?

Internal Audit agility

To ensure internal audit continues to be focused and reflects changes in risk prioritisation we made a number of
in-year changes to the internal audit plan. All changes were reported to the Audit, Governance & Ethics
Committee and management.

Emergency Services sector briefings

As part of our client service commitment, during 2019/20 we have issued our ES sector client briefings and
provided further updates on topical issues within the sector within our progress report to each AGEC.

Cyber publications

We have shared various cyber security publications during the year, including the output from a detailed multisector survey to help understand industry awareness and strategies.

Off-payroll working (IR35)

Our Tax team have prepared several documents on off-payroll working which we have circulated to the Finance
team.

Trust in the Boardroom

Our document was circulated which discusses how effective corporate governance is a passport to success and
how it is the Fire Authority’s responsibility to secure an ethical future for an organisation.

Audit Committee involvement

We contributed to the discussions at the AGEC on various items on the agenda to ensure that the Service
benefits from wider input, in order to strengthen its governance arrangements.

Benchmarking

We have shared benchmarking information and good practice comparisons within each of our assignment
reports.

Conflicts of interest
RSM has not undertaken any work or activity during 2019/20 that would lead us to declare any conflict of interest.

Conformance with internal auditing standards
RSM affirms that our internal audit services are designed to conform to the Public Sector Internal Audit Standards (PSIAS).
Under PSIAS, internal audit services are required to have an external quality assessment every five years. Our risk assurance service line commissioned an
external independent review of our internal audit services in 2016 to provide assurance whether our approach meets the requirements of the International
Professional Practices Framework (IPPF) published by the Global Institute of Internal Auditors (IIA) on which PSIAS is based.
The external review concluded that 'there is a robust approach to the annual and assignment planning processes and the documentation reviewed was
thorough in both terms of reports provided to audit committee and the supporting working papers.' RSM was found to have an excellent level of conformance
with the IIA’s professional standards.
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The risk assurance service line has in place a quality assurance and improvement programme to ensure continuous improvement of our internal audit
services. Resulting from the programme, there are no areas which we believe warrant flagging to your attention as impacting on the quality of the service we
provide to you.

Quality assurance and continual improvement
To ensure that RSM remains compliant with the PSIAS framework we have a dedicated internal Quality Assurance Team who undertake a programme of
reviews to ensure the quality of our audit assignments. This is applicable to all Heads of Internal Audit, where a sample of their clients will be reviewed. Any
findings from these reviews are used to inform the training needs of our audit teams.
This is in addition to any feedback we receive from our post assignment surveys, client feedback, appraisal processes and training needs assessments.
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APPENDIX A: ANNUAL OPINIONS
The following shows the full range of opinions available to us within our internal audit methodology to provide you with context regarding
your annual internal audit opinion.
Annual opinions

Factors influencing our opinion
The factors which are considered when influencing our opinion are:
• inherent risk in the area being audited;
• limitations in the individual audit assignments;
• the adequacy and effectiveness of the risk management and / or
governance control framework;
• the impact of weakness identified;
• the level of risk exposure; and
• the response to management actions raised and timeliness of
actions taken.
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APPENDIX B: SUMMARY OF INTERNAL AUDIT WORK COMPLETED
2019/20
All of the assurance levels and outcomes provided above should be considered in the context of the scope, and the limitation of scope,
set out in the individual assignment report.
Assignment

Asset Management (1.19/20)

Executive lead

Treasurer

Assurance level

No opinion / Advisory

Actions agreed
Adv.

L

M

H

5

-

-

-

-

1

5

-

-

3

3

-

-

2

3

-

-

-

9

-

[]
H&S – Estates and Equipment (2.19/20)

Director of Corporate Services

Reasonable assurance
[]

Key Financial Controls (3.19/20)

Treasurer

Partial Assurance
[]

HR – Absence Management (4.19/20)

Director of Corporate Services

Reasonable assurance
[]

Follow Up (5.19/20)

Director of Corporate Services
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APPENDIX C: OPINION CLASSIFICATION
We use the following levels of opinion classification within our internal audit reports, reflecting the level of assurance the board can take:

Taking account of the issues identified, the board cannot take assurance that
the controls upon which the organisation relies to manage this risk are
suitably designed, consistently applied or effective.
Urgent action is needed to strengthen the control framework to manage the
identified risk(s).

Taking account of the issues identified, the board can take partial assurance
that the controls upon which the organisation relies to manage this risk are
suitably designed, consistently applied or effective.
Action is needed to strengthen the control framework to manage the
identified risk(s).

Taking account of the issues identified, the board can take reasonable
assurance that the controls upon which the organisation relies to manage this
risk are suitably designed, consistently applied and effective.
However, we have identified issues that need to be addressed in order to
ensure that the control framework is effective in managing the identified
risk(s).

Taking account of the issues identified, the board can take substantial
assurance that the controls upon which the organisation relies to manage this
risk are suitably designed, consistently applied and effective.
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YOUR INTERNAL AUDIT TEAM
Mark Jones
Email: mark.jones@rsmuk.com
Telephone: 07768 952387

Vickie Gould
Email: victoria.gould@rsmuk.com
Telephone: 07740 631140
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rsmuk.com
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact. This report, or our work, should
not be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system
of internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Neither should our work be
relied upon to identify all circumstances of fraud and irregularity should there be any.
Our report is prepared solely for the confidential use of Avon Fire & Rescue Service, and solely for the purposes set out herein. This report should not therefore be
regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance Services LLP for any purpose or in any context.
Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own risk. To the fullest extent permitted by law,
RSM Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable for any loss, damage or
expense of whatsoever nature which is caused by any person’s reliance on representations in this report.
This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms),
without our prior written consent.
We have no responsibility to update this report for events and circumstances occurring after the date of this report.
RSM Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 Farringdon Street, London EC4A 4AB.
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MEETING:

Audit, Governance and Ethics Committee

MEETING DATE:

13 August 2020

REPORT OF:

Corporate Assurance Manager

SUBJECT:

Internal Audit Progress and Benchmarking Report for
2019-20 and Audit Plan for 2020-21

1.

SUMMARY
The purpose of this report is to summarise the final Progress Report from
RSM Risk Assurance Services LLP (the Fire Authority’s internal auditors) in
respect of the financial year ending 31 March 2020, as well as their sector
briefing, benchmarking of their findings for 2019/20 and the Audit Plan for
2020/21.

2.

RECOMMENDATIONS
The Committee is asked to:
(a) Consider the Internal Audit Progress Report for 2019/20 and sector
briefing at Appendix 1.
(b) Consider the Emergency Services – benchmarking of internal audit
findings 2019/20 report at Appendix 2.
(c) Note the progress made towards the Internal Audit Plan for 2020/21 at
Appendix 1, Page 7.

3.

BACKGROUND
Audit Progress Report and Sector briefing

3.1.

Internal Audit’s final update report in respect of the 2019/20 Audit Plan is
provided at Appendix 1.

3.2.

The report confirms that two audits have been completed and finalised since
the last AGEC in May 2020 (Human Resources – absence/sickness
management and follow up). The outcomes of these two audits are
summarised in this report but addressed substantively in item 9 of the
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Committee’s agenda. Internal Audit has issued a reasonable assurance and
reasonable progress opinion for both these audits.
3.3.

Looking across the audits for 2019/20, the themes identified by Internal Audit
are outlined on page 6 of the report at Appendix 1. There were no high
priority management actions recommended during the 2019/20 audit year
and, taking the low and medium risks together, the main theme arising was in
the area of management or performance information. The management
actions to improve in this area have been outlined in previous reports to the
Committee and the report at item 9 of the Committee agenda sets out the
progress towards completion of these actions.

3.4.

A sector briefing is also provided in pages 9, 11 and 12 of the report at
Appendix 1 exploring the role of Audit and Risk Committees during Covid-19
with reference to the National Audit Office’s guidance.
Benchmarking of Internal Audit Findings 2019/20

3.5.

Internal audit have also provided an Emergency Services benchmarking
report for their 2019/20 findings in Appendix 2 of this report.

3.6.

The benchmarking data provided is based on the internal assurance reports
RSM Risk Assurance LLP have issued to their clients in fire and rescue
authorities, police forces and offices of Police and Crime Commissioner
during audit year 2019-20. It is therefore a limited snapshot of performance
against others in the sector.

3.7.

The assurance levels comparison on page 3 of the report at Appendix 2
indicate that progress has been made with the Service moving from 50%
partial and 50% reasonable assurance ratings in 2018/19, to 25% partial and
75% reasonable assurance ratings in 2019/20. Continuous improvement is
intended to increase the percentage of audits with a substantial assurance
rating.

3.8.

The comparison of the average number of management actions agreed in
each internal audit assignment is provided on page 5 of the report at
Appendix 2. The comparison is positive in respect of the Service having no
high priority management actions for 2019/20 compared to other emergency
services in their client base. Work is in progress to achieve further balance
between low and medium priority actions going forward.
Audit Plan

3.9.

Internal Audit has set out progress made against the Audit Plan for 2020/21
on pages 7 and 8 of the report at Appendix 1. This Plan was agreed by the
Committee at its May meeting.

3.10. The plan reflects the three audits which have, so far, been impacted by the
implications of the Covid-19 pandemic. The business continuity audit, due to
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take place towards the end of audit year 2019/20, has been rescheduled for
October 2020, moving the Committee report for the financial controls audit
back to March 2021. The Governance audit is now in progress having
changed to a virtual method of evidence collation with a knock-on delay in
reporting the outcomes to the Committee (September rather than August).
4.

CONSIDERATIONS

4.1

Contribution to Key Policy Priorities
Internal Audit helps the Fire Authority accomplish its objectives by bringing a
systematic, disciplined approach to evaluating, reporting on and
recommending improvements where necessary to secure effective internal
control, risk management and governance arrangements.

4.2.

Financial Implications
No direct implications, however appropriate arrangements for internal control,
risk management and governance assist in ensuring value for money in the
achievement of the Fire Authority’s objectives.

4.3.

Legal Implications
The provision of an Internal Audit function that operates in accordance with
Public Sector Internal Audit Standards (PSIAS) is a statutory requirement, the
audit also reduces the risk of successful legal challenges.

4.4.

Equality & Diversity Implications
No Equalities Impact Assessment necessary for this report as it relates to
matters concerning internal control, risk and governance only.

4.5.

Corporate Risk Assessment
The work of Internal Audit minimises the risk of failures in the Fire Authority’s
internal control, risk management and governance arrangements, reduces
fraud and other losses and increases the potential for prevention and
detection of such issues.

4.6.

Environmental/Sustainability Implications
None.

4.7.

Health & Safety Implications
None.

4.8.

Crime & Disorder Implications
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5.

None.
BACKGROUND PAPERS
None.

6.

APPENDICES
1. Internal Audit Progress Report 13 August 2020 (including sector briefing)
2. Emergency Services – benchmarking of internal audit findings 2019/20

7.

REPORT CONTACT
Victoria Gould – Audit Manager, RSM Risk Assurance Services
Mark Jones – Head of Internal Audit, RSM Risk Assurance Services LLP
Jane Williams-Lock, Corporate Assurance Manager extension 210
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AVON FIRE & RESCUE SERVICE
Internal Audit Progress Report
13 August 2020
This report is solely for the use of the persons to whom it is addressed.
To the fullest extent permitted by law, RSM Risk Assurance Services LLP
will accept no responsibility or liability in respect of this report to any other party.
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1 Key messages
This report provides an update on completion of the 2019/20 internal audit plan, and progress against the 2020/21 plan and summarises the results of our work to date.

We present the final reports from the 2019/20 internal audit plan which have been finalised since the last AGEC meeting. HR Absence
Management (reasonable assurance) and Follow Up (reasonable progress).
We also present our annual report for 2019/20 which should feed into the annual governance statement.
To discuss and accept
Two audits are underway from the 2020/21 internal audit plan that was approved by the committee at the previous meeting. These final reports will
be presented to the next meeting.
Scoping for audits due to take place in September and October is also underway.
To note

Avon Fire & Rescue Service Progress Report | 3
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2 Reports
2.1 Summary of final reports being presented to this committee
This section summarises the reports that have been finalised since the last meeting.
Assignment

Opinion issued

HR – Sickness Management (4.19/20)

Reasonable Assurance

Actions agreed
L

M

H

2

2

0

Management are aware of the current gaps within the absence management current control framework. Work is
planned to reduce the risks in these areas, which we have evidenced to be underway in the majority of areas for
improvement. This work should support the aim to reduce sickness absence levels across the organisation when
fully embedded, however, at the point of fieldwork we were not yet able to see the impact of this work, with
December 2019 seeing the highest level of sickness with 844 days lost. There has been a particular focus on
mental health and wellbeing in an effort to combat high levels of long-term sickness in this area.
Our testing confirmed issues of non-compliance, which management informed us they were aware of at the time
of our audit, that need to be addressed regarding short-term sickness management. In particular, where there is a
lack of completed sick notes / self-certifications and return to work interviews by line managers.
Updates provided to us in May 2020 revealed that of the four actions agreed, one had been completed and two
further actions were either in progress and / or had been partially implemented. Sickness absence data showed a
reduction in April 2020 with 506.5 shifts lost to sickness absence (this data excludes Covid-19 related absence).
This shows an improvement on the data to December 2019, and when compared to the month of April for the past
two years, this shows a further decrease in sickness absence rates. This is partly due of a number of long-term
absence cases resulting in ill health retirement, as well as the impact of many of the wellbeing initiatives that have
been introduced. We would hope to see this improvement continue to confirm the impact of the improvement
actions undertaken.
Avon Fire & Rescue Service Progress Report | 4
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Assignment

Opinion issued

Follow Up (5.19/20)

Reasonable progress

Actions agreed
L

M

H

0

6

0

The annual follow up audit reviewed progress in implementing previous internal audit actions. We noted that
reasonable progress had been made by management to track and implement actions with 43% of actions
implemented and 43% in progress. However, we did identify six actions that had been closed off on the internal
tracker which we felt were still in progress. Management are currently looking at ways of improving the tracking
and reporting process through to the AGEC.
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2.2 Themes arising from control observations
Low

Medium

High

Advisory

Planning

0

1

0

0

Policies and / or procedures

1

0

0

0

Contracts

0

1

0

1

Non-compliance with policies / procedures

0

0

0

0

Design of the control framework

0

2

0

0

Training / awareness for staff

0

2

0

0

Management or performance information

2

3

0

0

Lack of segregation of duties

0

0

0

1

Poor record keeping

0

0

0

0

Governance weaknesses

1

0

0

0

Information technology / systems

2

0

0

2

Transformation

0

1

0

0

Staffing / structure

0

0

0

1
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3 Looking ahead – 2020/21 delivery
Assignment

Status / opinion
issued

Actions agreed
L

(Executive Lead)

M

H

Target AGE Committee

Actual AGE Committee

(as per IA plan)

Governance and Assurance
August 2020

In progress

September 2020

(Director of Corporate Services / Corporate Assurance
Manager)
Diversity and Inclusion

September 2020

In progress
(Assistant Chief Fire Officer / DICE Manager)
Data Quality

(Director of Corporate Services / Head of Transformation)

Due to take place

December 2020

from 14 Sept 2020

Business Continuity
Due to take place
(Director of Corporate Services / Watch Manager,
Operational Risk Management)

December 2020

from 12 Oct 2020

Avon Fire & Rescue Service Progress Report | 7

151

Page 8 of 12

Assignment

Status / opinion
issued

Actions agreed
L

(Executive Lead)
Financial Controls

(Treasurer / Head of Finance)
Workforce Planning

(Assistant Chief Fire Officer / TBC)

M

H

Target AGE Committee
(as per IA plan)

Due to take place

December 2020

from 9 Nov 2020

March 2021

Due to take place

Actual AGE Committee

March 2021

from 25 Jan 2021

Follow Up
Due to take place
(Director of Corporate Services / Corporate Assurance
Manager)

March 2021

from 8 Feb 2021
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4 Other matters
Benchmarking
As part of our internal audit service, we provide benchmarking data to our clients within our internal audit assignment reports. At the assignment level, benchmarking provides
a comparison against the numbers of actions agreed, and the assurance opinions provided in similar audits performed across the sector in our client base. We have also
prepared a benchmarking paper for the Fire Authority to self-assess themselves against all of our emergency services clients. The benchmarking report is appended to this
progress report.

Sector briefings
Since the last AGEC meeting, we have issued a briefing paper aimed at Audit Committee members, which we have appended to this report. The Covid-19 outbreak has
affected every part of the public sector, in one form or another. Very few organisations could have predicted that the pandemic would manifest as it has done. And
organisations have had to move quickly to respond. In practice this has led to marked changes in risk appetite and often to significant changes in the control environment and
governance arrangements.
Within the attached briefing we look more closely at these areas, with direct reference to the National Audit Office’s (NAO) ‘Guide for audit and risk committees on financial
reporting and management during COVID-19’.
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For more information contact
Mark Jones
Mark.jones@rsmuk.com
07768 952387

Vickie Gould
Victoria.gould@rsmuk.com
07740 631140

rsmuk.com
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact. This report, or our work, should not
be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of
internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Neither should our work be relied
upon to identify all circumstances of fraud and irregularity should there be any.
Our report is prepared solely for the confidential use of Avon Fire & Rescue Service and solely for the purposes set out herein. This report should not therefore be regarded as
suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance Services LLP for any purpose or in any context. Any third party
which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own risk. To the fullest extent permitted by law, RSM Risk Assurance
Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable for any loss, damage or expense of whatsoever nature
which is caused by any person’s reliance on representations in this report.
This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms), without
our prior written consent.
154

Page 11 of 12

Audit and Risk
Committees:
Navigating Covid-19

The Covid-19 outbreak has impacted us all, and affected every part of the public
sector, in one form or another. At this time, and as we move forwards, the role of Audit
and Risk committees is ever more vital.
Audit and Risk committees must support the board and
accounting officer in several ways; including in the areas
of risk management, governance, and the control
environment.

During the pandemic the organisation’s risk appetite
could have also changed, through necessity and at pace,
again potentially impacting upon the controls in place as
well as the need for new controls.

Very few organisations could have predicted that the
Covid-19 pandemic would manifest as it has done. And
organisations have had to move quickly to respond. In
practice this has led to marked changes in risk appetite
and often to significant changes in the control
environment and governance arrangements.

In its guidance the NAO is clear that it expects
‘organisations to consider their risk assessments when
making changes to their internal controls, enhancing and
prioritising the critical controls needed to reduce the risk
of fraud or error.’

Within this briefing we look more closely at these areas,
with direct reference to the National Audit Office’s (NAO)
‘Guide for audit and risk committees on financial
reporting and management during COVID-19’.

Assurance on risk management, governance and the
control environment
Audit and risk committees will need to be sure that any
changes in controls are both sustainable and that
controls, both new and old, are operating in the correct
manner.

A changed environment
The control environment will no doubt have changed
during the pandemic and there may well be some longer
lasting changes to working practices, such as for
example, an increase in remote working as part of the
new “business as usual”.

First and second line assurance is important in
understanding operating practices and the related
changes that have been and / or remain in place, and
particularly in capturing any learning.
Independent and objective assurance from Internal Audit
allows the organisation to ensure that any amended or
new internal controls occasioned by these changes are
properly designed and are being implemented effectively.

Audit and risk committees will therefore need to
understand areas where previous controls are no longer
able (or appropriate) to operate as in this new
environment, leading, potentially to new areas of risk.
This may include for example, IT systems which may not
have the capacity for organisation-wide remote working
or changes to the way in which control functions are
actually performed.
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Questions audit and risk committees could ask
The NAO poses several questions for Audit and Risk
committees to consider including:
• ‘Were any changes needed to the design and
implementation of internal controls to respond to
COVID-19?’

Reporting and learning
The NAO is clear that more detailed reporting on the
Covid-19 outbreak will be required within the 2020-21
reporting period. Each organisation will clearly be
operating within its distinct set of circumstances and
areas of service delivery.

• ‘Has internal audit assessed the design,
implementation and operational effectiveness of
revised internal controls?

Capturing learning will also be important, but as new
strategies and operating models develop, organisations
will need to maintain the fundamentals of governance,
internal control and risk management and be assured that
this is the case.

• ‘Can the negative impact of any changes be
reversed?’
• ‘Where changes were made to controls, did the
organisation understand where there was increased
risk because of this?’
• ‘Has remote working affected the operational
effectiveness of internal controls?’
• ‘How have IT services performed during the
outbreak?’

For further information contact

• ‘Where service organisations are used, have there
been any changes to the design and implementation
of their controls?’

Mark Jones
Head of Internal Audit, RSM

• ‘Have the provisions in Procurement Policy Note
02/2020 been used by management?’

M: 07768 952 387

The above questions form a useful basis for Audit and
Risk committees to understand how the control
environment may have changed, new risks that are being
faced and to understand and assess how governance
processes are now operating especially where many of
these, from necessity, operate on a remote basis.

The UK group of companies and LLPs trading as RSM is a member of the RSM network. RSM is the trading name used by the members of the RSM network. Each member of the RSM network is
an independent accounting and consulting firm each of which practises in its own right. The RSM network is not itself a separate legal entity of any description in any jurisdiction. The RSM network
is administered by RSM International Limited, a company registered in England and Wales (company number 4040598) whose registered office is at 50 Cannon Street, London EC4N 6JJ. The
brand and trademark RSM and other intellectual property rights used by members of the network are owned by RSM International Association, an association governed by article 60 et seq of the
Civil Code of Switzerland whose seat is in Zug.
RSM Corporate Finance LLP, RSM Restructuring Advisory LLP, RSM Risk Assurance Services LLP, RSM Tax and Advisory Services LLP, RSM UK Audit LLP, RSM UK Consulting LLP, RSM
Employer Services Limited, RSM Northern Ireland (UK) Limited and RSM UK Tax and Accounting Limited are not authorised under the Financial Services and Markets Act 2000 but we are able in
certain circumstances to offer a limited range of investment services because we are members of the Institute of Chartered Accountants in England and Wales. We can provide these investment
services if they are an incidental part of the professional services we have been engaged to provide. RSM Legal LLP is authorised and regulated by the Solicitors Regulation Authority, reference
number 626317, to undertake reserved and non-reserved legal activities. It is not authorised under the Financial Services and Markets Act 2000 but is able in certain circumstances to offer a
limited range of investment services because it is authorised and regulated by the Solicitors Regulation Authority and may provide investment services if they are an incidental part of the
professional services that it has been engaged to provide. Baker Tilly Creditor Services LLP is authorised and regulated by the Financial Conduct Authority for credit-related regulated activities.
RSM & Co (UK) Limited is authorised and regulated by the Financial Conduct Authority to conduct a range of investment business activities. Before accepting an engagement, contact with the
existing accountant will be made to request information on any matters of which, in the existing accountant’s opinion, the firm needs to be aware before deciding whether to accept the
engagement.
© 2020 RSM UK Group LLP, all rights reserved
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APPENDIX 2

AVON FIRE AND RESCUE SERVICE
Emergency Services - benchmarking of internal audit findings 2019/20
This report is solely for the use of the persons to whom it is addressed.
To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept no
responsibility or liability in respect of this report to any other party.
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Introduction (below)
Assurance level comparison (pages 3 - 4)
Management actions comparison (pages 5 - 6)
COVID-19

INTRODUCTION
As part of our internal audit service, we provide benchmarking data to our clients within our
internal audit assignment reports. At the assignment level, benchmarking provides a
comparison against the numbers of actions agreed, and the assurance opinions provided in
similar audits performed across the sector in our client base. This paper provides a
benchmark for our individual clients, to self-assess themselves against all of our emergency
services clients.

Delivery of the internal audit plan was not
significantly impacted by Covid-19. An
audit of Business Continuity was due to
take place in March 2020 which was
subsequently deferred and now forms part
of the 2020/21 internal audit plan.

The benchmarking data provided below is based on all of the internal audit assurance
reports we have issued to our fire and rescue authorities, police forces and offices of police
and crime commissioner clients during the audit year 2019/20. This will provide you with a
useful snapshot of your organisation’s performance against others in the sector.
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INTERNAL AUDIT ASSURANCE LEVELS
Compares assurance levels provided by the internal audit service across all assurance reviews during 2019/20.

No
Assurance

Partial
Assurance

Reasonable
Assurance

Substantial
Assurance

Avon Fire 2018/19

0%

50%

50%

0%

Avon Fire 2019/20

0%

25%

75%

0%

Average across our emergency
services client base in 2019/20

0%

26.9%

41.6%

31.5%

Police Forces and Police and Crime
Commissioners

0%

27.9%

40.9%

31.2%

Fire and Rescue Authorities

0%

25%

42.9%

32.1%
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INTERNAL AUDIT ASSURANCE LEVELS
75%

50%

50%

Avon Fire 2018/19
41.6%
31.5%

Avon Fire 2019/20

26.9%
25%
Average across
emergency services client
base 2019/20

_
No

Partial

Reasonable
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MANAGEMENT ACTIONS RESULTING FROM INTERNAL AUDIT FINDINGS
Compares the average number of management actions agreed in each internal audit assignment.

Medium
priority

Low
priority

High
priority

Total average

Avon Fire 2018/19

1.7

3.5

0.5

5.7

Avon Fire 2019/20

1.2

4.4

0.0

5.6

Average across our emergency
services client base in 2019/20

2.3

2.3

0.2

4.8

Police Forces and Police and Crime
Commissioners

2.2

2.4

0.3

4.9

Fire and Rescue Authorities

2.3

2.1

0.1

4.5
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MANAGEMENT ACTIONS RESULTING FROM INTERNAL AUDIT FINDINGS
4.4

3.5
Avon Fire 2018/19
2.3

2.3
Avon Fire 2019/20

1.7
1.2
0.5

_
Low Priority

Medium
Priority

0

0.2

Average across
emergency services client
base 2019/20

High Priority

During 2019/20 across our emergency services client base we undertook a total of 13 advisory reviews. Advisory reviews in 2019/20
resulted in an average of 3.5 high, medium or low priority management actions per report. These management actions are not included
in this analysis.
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FOR FURTHER INFORMATION CONTACT
Mark Jones
Mark.Jones@rsmuk.com
07768 952387
RSM Risk Assurance Services LLP

.
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the weaknesses that exist or all
improvements that might be made. Management actions for improvements should be assessed by you for their full impact before they are implemented. This report, or our work, should not be taken as a
substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of internal controls rests with management and our
work should not be relied upon to identify all strengths and weaknesses that may exist. Neither should our work be relied upon to identify all circumstances of fraud and irregularity should there be any.
This report is solely for the use of the persons to whom it is addressed and for the purposes set out herein. This report should not therefore be regarded as suitable to be used or relied on by any other party
wishing to acquire any rights from RSM Risk Assurance Services LLP for any purpose or in any context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it)
will do so at its own risk. To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable for
any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on representations in this report.
This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms), without our prior written consent.
We have no responsibility to update this report for events and circumstances occurring after the date of this report.
RSM Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 Farringdon Street, London EC4A 4AB.
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